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Is 1984 Here? 

Everyone has heard about the NSA collecting every bit of electronic communication whether it 

was by phone or internet. They probably even have those famous missing emails we heard 

about last year. And you may have also heard that every one of the social media apps is look-

ing at every word you use so they can build an exact profile of you and your friends so they 

can send tailored ads to you in order to get a better response ratio to their solicitations. I hope 

you have also heard about the capability of facial recognition that is being used by apps that 

say they can find every picture of you on the internet. You know there are cameras every-

where. If they can do it, so can “Big Brother”. Then there are the self-driving cars that suppos-

edly are better drivers than you or I. They will never be perfect and completely safe. Now 

comes the voice recognition programs and devices that can understand the spoken word. They 

are called your personal assistant and other things. 

Examples of these voice recognition devices being offered by all the high tech companies – 

Amazon, Google, Microsoft, etc. are ones that set on your table and listen for you to ‘wake it 

up’ with a code word or phrase. These devices can be used like Siri, Cortana and others to an-

swer questions, play music or even order products from Amazon for example. They claim that 

even though they are not permanently recording (only about a minute before wakeup) but you 

know that hackers will probably find a way to extend that and monitor it like they have for in-

house cameras. An interesting story about the Amazon one is where a couple of little girls or-

dered a box of cookies and a play house that surprised their parents when the boxes arrived 

because they had not yet turned on the parental controls. 

Then there is the IOT (Internet Of Things) that will connect just about everything in your 

house to the internet so you or someone else can control it. All the things above are meant to 

enhance, improve, add convenience and expedite things in our lives and activities, which they 

do. But when you think of how much information and access these devices have about you, it 

for me, becomes a concern especially when you add the possibility of hacking.  

That said, it really is exciting for me who started with IBM in 1961when computers would fill 

our meeting room and be basically big adding machines with a different internal design de-

pending on the type of program they were executing be it engineering or financial and they 

would only run one program at a time. No terminals, no internet, just IBM cards in and IBM 

cards or printed paper listings out. In those days we would repair each circuit transistor when it 

failed. Now you have millions of circuits on a postage stamp sized chip. Your phone is mil-

lions of times more powerful, has millions time the storage and can run dozens more apps si-

multaneously than those I maintained. And it is not over yet. 

This advancement in technology seems endless. You have apps on your smart phone that can 

do anything – take your blood pressure, tell where you have been, help you get where you are 

going, check what food is in your frig, lock doors, find nearby restaurants, get on the web. The 

list is too long to display here and it grows daily. The creativity of the developers of today 

amaze me with their apps, but be aware of how much information you share. 

I have included a few articles about some of these new devices and the future for you to re-

view. Hope you find them interesting. 

Want to enjoy good old instrumental music without ads?  

It is a station in Santos, SP, Brazil, but the music is old adult type. 

Click on the link below. 

http://tunein.com/radio/R%C3%A1dio-Soft-Music-No-Stress-s145061/ 

http://www.rascal.cc/
http://tunein.com/radio/R%C3%A1dio-Soft-Music-No-Stress-s145061/
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Alexa Is Conquering the World. Now Amazon’s Real Challenge Begins 
LIZ STINSON – WIRED – 1/18/2017 

IT’S EASY TO imagine a future in which your virtual personal assistant is everywhere you are. Before long, Al-

exa, Siri, Google, and others like them will be woven into the fabric of your home, ready to fulfill your every 

need whim. Need milk? Tell your fridge. Forgot to close the garage door? Grumble about it to the mic in your 

dashboard. Want to order your post-marathon double cheeseburger and fries before even crossing the finish line? 

Scream an order into your smartwatch. 

This isn’t as outlandish as it might sound. Amazon’s Alexa is about to be everywhere. On your phone. In your 

hotel room. Throughout your home.  Even in your car. In the year or so since Amazon opened the Alexa devel-

oper kit, no end of companies have integrated simple voice commands into their products. Yet this seamlessly 

connected world still feels faraway. The challenge isn’t in creating the devices, it’s in creating a consistent user 

experience as they proliferate. 

This isn’t impossible, but it will take a while. “The next couple of years is going to be a lot of talking objects,” 

says Mark Rolston, former creative director of Frog and co-founder of studio Argodesign. The rules that dictate 

how you’ll interact with all your connected devices, and how those devices will interact with each other, are not 

yet codified. Developing norms and standards will take time—and experimentation. 

It seems everyone is baking Alexa into something. LG peddles its InstaView Smart Fridge, which, among other 

things, displays mealtime suggestions on a 29-inch LCD screen with a simple: “Alexa, show me recipes.” Ubtech 

is getting a lot of buzz for Lynx, a small robot whose simplistic responses to your Alexa queries was overshad-

owed by its entrancing dance moves. And there are no end of Echo copycats from the likes of Mattel, Lenovo, 

and Klipsch. Even Ford and Volkswagen rolled into CES with cars that featured Alexa in the dashboard. 

In theory, Alexa everywhere is a good thing. The more devices that support it, the more streamlined your experi-

ence. In practice, the open nature of Alexa Voice Services makes a consistent user experience a colossal design 

challenge. That’s why Amazon is developing guidelines for third party developers. It already requires everyone 

to use the wake word “Alexa.” It also encourages simple, explicit language in their commands. 

“Our core goal is to make Alexa’s interactions with a customer seamless and easy,” says Brian Kralyevich, vice 

president of Amazon’s user experience design for digital products. “A customer shouldn’t have to learn a new 

language or style of speaking in order to interact with her. They should be able to speak naturally, as they would 

to a human, and she should be able to answer.” 

This is easy when you’re asking your Echo to queue a song or telling your fridge to make ice. But as your home 

fills with smart devices, addressing each device individually will grow cumbersome. “At a high level you need to 

be able to interact with devices how you want to,” says Dan Faulkner, a senior vp at the software company Nu-

ance. “If I think two years out, three years out, are we really going to have millions and millions of users who are 

learning the unique dialogue path with each disparate device? That just doesn’t seem likely to me.” 

For now, though, most of these devices are simply Echos in elaborate packaging. When you say “Alexa” to your 

fridge, other Alexa-infused gadgets are listening, too. LG touted the fact that you can summon an Uber from its 

new fridge (which raises the question of why you’d want to, but put that aside for now), but this presents a new 

problem: What happens when everything in your kitchen can do that? And what happens when multiple devices 

don’t understand what you’re saying? 

One solution is to diversify the wake word so you can address each device directly, Rolston says. Another ap-

proach is to let the gadget figure it out. If you have more than one Echo within earshot, Amazon’s “Echo Spatial 

Perception” technology calculates your proximity to each device so that only the closest one responds. But even 

that’s a temporary fix. Ideally, your gadgets will connect to a central hub (Rolston predicts a smart can-light that 

turns a room—or a car, or an office—into a communication device.) “What this is really portending is the day 

where, rather than standing in your kitchen and talking to your fridge, you stand in the kitchen and just talk to the 

house,” Rolston says. 

Faulkner agrees. “Our vision for this is voice capabilities should really be more kitted into the fabric of the home 

for it to be useful,” he says. “All the devices need to be aware of each other and you need to be able to talk to 
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these devices in an interoperable way.” To make that work requires cooperation between platform providers—or 

a market dominated by a single company. Faulkner says Nuance is working with software companies to figure 

out how to stitch disparate platforms together. What’s more, getting to a place where talking to your smart home 

feels manageable—let alone natural—hinges on improving the natural language understanding and contextual 

awareness of these gadgets. 

For now, Amazon remains focused on getting Alexa into as many places as possible. And the details are of little 

concern to most companies, which see Alexa as little more than a sellable upgrade. That’s OK. New technology 

is always messy. It exposes what works and what doesn’t, and the difference between ubiquity and utility. Even-

tually, all these disparate threads might come together to create a truly useful ecosystem. Until then, try to find 

some delight in the fact you can call an Uber from your refrigerator. 

RELATED STORIES - click on links below for more interesting articles 

TIM MOYNIHAN 

Alexa and Google Home Record What You Say. But What Happens to That Data? 

 TIM MOYNIHAN 

OK, Alexa: A Google Home Versus Amazon Echo IQ Test 

 CADE METZ 

Tech’s Biggest Showdown Is Unfolding in Your Living Room 

Just How Dangerous Is Alexa? 

Shelly Palmer  CEO at The Palmer Group, Jan 1, 2017 

 

The “willing suspension of disbelief” is the idea that we (the audience, readers, viewers, content consumers) are 

willing to suspend judgment about the implausibility of the narrative for the quality of our own enjoyment. We do 

it all the time. Two-dimensional video on our screens is smaller than life and flat and not in real time, but we ig-

nore those facts and immerse ourselves in the stories as if they were real. 

We have also learned the “conventions” of each medium. While we watch a movie or a video, we don’t yell to 

the characters on the screen “Duck!” or “Look out!” when something is about to happen to them. We just pas-

sively enjoy the show. 

The Willing Suspension of Our Privacy 

We apply similar concepts to our online lives. Most of us are willing to give up our data (location, viewing, pur-

chasing or search history) for our online enjoyment. We can call this the “willing suspension of our privacy” be-

cause if you spent a moment to consider what your data was actually being used for, you would refuse to let it 

happen. 

The Willing Suspension of Our Agency 

Which brings us to the next level of insanity: the willing suspension of our agency for our own enjoyment. This is 

past the point of giving up a “reasonable amount” of data or privacy to optimize the capabilities of our digital as-

sistants. Suspension of our agency exposes our normally unmonitored physical activity, innocent mumblings and 

sequestered conversations. Some people believe this is happening with Alexa, Google Home, Siri and other vir-

tual assistant and IoT systems. It may well be. 

First, Let’s Give It a Name 

Since we are discussing a combination of automatic speech recognition (ASR) and natural language understand-

ing (NLU) engines that enable a system to instantly recognize and respond to voice requests, for this article, let’s 

call the interface an intelligent voice control system (IVCS). 

https://www.wired.com/2016/12/alexa-and-google-record-your-voice/
https://www.wired.com/2016/11/ok-alexa-google-home-versus-amazon-echo-iq-test/
https://www.wired.com/2016/12/microsofts-project-evo-way-living-room/
https://www.linkedin.com/in/shellypalmer?trk=pulse-det-athr_prof-art_hdr
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How It Works 

You activate most commercial IVCSs with a “wake word.” For an Amazon Echo or Echo Dot, you can choose 

one of three possible wake words, “Alexa” (the default), “Amazon” or “Echo.” Unless you turn off the micro-

phones (the Echo has seven) and use a mechanical button or remote control to activate its capabilities, Alexa 

Voice Service, the system that powers the Echo and Alexa, and other IVCSs are always listening for their wake 

word. 

In Amazon’s case, it keeps approximately 60 seconds of audio in memory for pre-processing so the responses 

can be situationally aware and “instant.” Amazon says the listening is done locally, on the device, not in the 

cloud. So technically, the audio does not leave the premises. 

Always Listening Does Not Mean Always Transmitting! 

Yes, an IVCS is always listening AND recording. Which raises the question, “What does it do with the re-

cordings it does not use?” In Amazon’s case, the official answer is that they are erased as they are replaced with 

the most current 60 seconds. So while the system locally stores approximately 60 seconds of audio preceding 

your wake word, it transmits only a “fraction of a second” of audio preceding your wake word, plus your actual 

query and the system’s response. For Alexa, you can find a record of your query on the Home screen of your Al-

exa app. 

More Questions 

What happens to the approximately 60 seconds of audio recording preceding a wake word? The one that has a 

recording of the TV soundtrack, footsteps, the loud argument in the next room, the gunshot, etc.? What happens 

with that audio? Again, Amazon says it is erased and replaced with the next 60 seconds of audio. Skeptics say if 

a wake word is detected, the previous 60-ish seconds of audio is put in a database for further IVCS training. If so, 

could that audio be subpoenaed? Yep! Just like your browser history or phone records. It’s just data. But does it 

actually exist? Amazon says no. As for other systems? We’ll have to ask. 

What About Hackers? 

Seven microphones! Could a hacker tap into one or all of them and eavesdrop on me? The official answer is no, 

and specific technical reasons are cited. However, at The Palmer Group we have several theses for 2017 includ-

ing, “Anything that can be hacked will be hacked.” Anyone who believes otherwise is simply naïve. 

“It’s the Profile, Stupid!” 

Data is more powerful in the presence of other data. It is an immutable law of 21st-century living, which in this 

case means that the most serious threat to each of us is the profile that can be created with the willing suspension 

of our agency. 

Most people have no idea how much information about them is available for sale. The willing suspension of 

agency has the potential to take us right up to the line that separates where we are now from an Orwellian future. 

(Many people believe we already live in a surveillance state. We’ll explore this in another article.) 

We Must Deal with This Sooner or Later 

Alexa is NOT dangerous. The data it collects is NOT dangerous. Nothing about an Amazon Echo is dangerous. 

It’s awesome. I have one in the kitchen, in the living room, in my home office, and on my night table. It’s an 

amazing controller, great alarm clock, spectacular Spotify and Amazon Prime interface, an exceptional news and 

weather reporter, and it does lots of other stuff you can look up online. I love it. 

I also love my Google Home. Its ASR/NLU system is second to none! Let’s face it: Google is “the” repository of 

publicly available knowledge. When I’m on my handheld, I rely on “OK Google,” and while I think Siri is audio 

impaired and database challenged, sometimes I use it too. 

But … 

The world will be a very different place when Google, Amazon, Microsoft, Apple and other AI-empowered play-

ers have assembled 1st-party profile data that includes our agency. It will make what they do with our current 

behavioral profiles look like primitive data processing. 

http://developer.amazon.com/alexa-voice-service
http://developer.amazon.com/alexa-voice-service
http://www.amazon.com/gp/help/customer/display.html?nodeId=201602230
http://www.shellypalmer.com/
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We are predisposed to pay for convenience. We happily do it with cash and with data every day. However, we 

should not suspend our judgment about the implausibility of this narrative for convenience or for the quality of 

our enjoyment. Though this is a story we have been told before, there are no conventions of this medium. So let 

me be the first to scream: “Look out!” 

About Shelly Palmer 

Named one of LinkedIn’s Top 10 Voices in Technology, Shelly Palmer is CEO of The Palmer Group, a strate-

gic advisory, technology solutions and business development practice focused at the nexus of media and market-

ing with a special emphasis on augmented intelligence and data-driven decision-making. He is Fox 5 New 

York's on-air tech and digital media expert, writes a weekly column for AdAge, and is a regular commentator on 

CNBC and CNN. Follow @shellypalmer or visit shellypalmer.com or subscribe to our daily 

email http://ow.ly/WsHcb 

Hey Alexa, what are your competitors doing? 
Amazon's assistant has taken an early lead in product integrations. Can others catch up? 

By Blair Hanley Frank U.S. Correspondent, IDG News Service | JAN 6, 2017 4:55 PM PT 

Amazon's Echo smart home speaker and virtual assistant sits on a shelf 

at the Consumer Electronics Show in Las Vegas on January 5, 

2017. Credit: Martyn Williams 

Internet-connected intelligent gizmos had a big showing at this year's 

Consumer Electronics Show, and there is one common thread between 

many of them: Amazon’s Alexa virtual assistant. 

Lenovo has a new speaker featuring the assistant. Volkswagen and Ford 

are building Alexa into their cars. Plus, there’s a whole flotilla of other 

connected devices featuring Alexa, including a high-tech refrigerator 

from LG. 

That’s not to say other virtual assistants aren’t doing the same thing, but 

Amazon is the clear winner by volume at CES. 

So, what does that mean for the virtual assistant market, which includes competitors such as Microsoft's Cortana, 

the Google Assistant and Apple's Siri?  

Those companies need to start doing the same things Amazon has done, Gartner Research Director Werner Go-

ertz said. 

There's still room to compete, in part because Amazon’s dominance doesn’t extend beyond the connected home, 

Goertz said in an interview. 

“But, the longer the other guys wait -- specifically, the longer Cortana and Siri wait -- the more insurmountable 

this obstacle is going to become,” he said. 

One of Alexa's key advantages is that Amazon released the software development kits to create Alexa-integrated 

hardware in the middle of last year. That gave device manufacturers plenty of time to build their products in time 

for an announcement at CES. 

Some of Amazon’s competitors took different approaches. Microsoft and Google each announced integration 

tools for their assistants later in the year and have kept third-party integrations available to consumers limited to a 

small number of partners. 

Amazon's early move helped it land the deal with Volkswagen, for example. A representative for the carmaker at 

its booth at CES called out Amazon’s early move with SDKs as a key reason for implementing it instead of 

something like the Google Assistant. 

http://www.linkedin.com/pulse/linked-top-voices-2016-10-must-know-writers-greg-leffler
http://www.palmer.net/
http://www.shellypalmer.com/category/video/
http://adage.com/author/shelly-palmer/7113
http://twitter.com/shellypalmer
http://www.shellypalmer.com/
http://ow.ly/WsHcb
http://www.pcworld.com/author/Blair-Hanley-Frank/
http://www.idgnews.net/
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Another reason Amazon may have such a lead is that the Echo can serve as a smart-home hub without requiring 

gadget manufacturers to work directly with one another. 

From Microsoft’s perspective, Amazon’s lead in numbers is at least somewhat by design. Ryan Gavin, the gen-

eral manager for search and Cortana, said in an interview that the company doesn’t see this as a race to get the 

most integrations. Instead, Microsoft wants to promote integrations that fit Cortana's mission of improving pro-

ductivity. 

But that’s almost what you’d expect the company to say, considering that Amazon is far ahead of them with the 

number of connected devices available for its assistant. 

Google could have been in Amazon's position but got lost in the weeds with Nest, the smart-home hardware 

company it acquired in 2014, said Patrick Moorhead, the president and principal analyst for Moor Insights and 

Strategy. 

“Microsoft had more important things to work out, like other AI implementations,” he said in an email. “Cortana 

is world class, but doesn't have a smart-home ecosystem to control. That is changing, of course.” 

It’s worth noting that Amazon still has a long way to go when it comes to attracting users of Alexa. The Echo is 

only available in the U.S., which is an incredibly small user base compared with the 37 countries where Siri is 

available. 

That’s not to say Amazon won’t be expanding its virtual assistant's horizons, but just that its worldwide domi-

nance is not assured. And it will have no shortage of competitors. LG and Sony each showed off their own vir-

tual assistants at CES, while Microsoft and Google are hardly standing still. 

For example, Moorhead expects Microsoft and Google to take the lead in making virtual assistants for PCs, 

smartphones and tablets. 

It will be interesting to see how these virtual-assistant ecosystems shake out. Right now, each player has its own 

home base: Siri on the iPhone, Cortana on the PC, Google on its hardware and Alexa on the Echo. Over the next 

few years, it seems likely that they’ll try to cement their presence on other platforms. 

http://www.pcworld.com/article/3155394/internet-of-things/hey-alexa-what-are-your-competitors-doing.html 

Lenovo Reveals Echo-Like 'Smart Assistant' Gadget 

BY MATTHEW BUZZI, CHLOE ALBANESIUS JANUARY 3, 2017 06:00AM EST 

Lenovo's Smart Assistant is voice-activated and works with Amazon's Alexa 

skills library. 

LAS VEGAS—Lenovo is jumping into the smart home 

market here with an Amazon Echo-like speaker known as 

the Smart Assistant. 

The gadget actually taps into the Amazon Alexa voice ser-

vice, and is like "having your own digital assistant at home," Lenovo says, tipping options like 

checking traffic, ordering things from Amazon, and listening to music. 

The Smart Assistant is voice-activated and works with Amazon's Alexa skills library; you can also control it via 

the Amazon Alexa app for iOS and Android. Lenovo promises "easy accessibility for mutiple users." 

There's a 5W Treble and 10W Woofer; upgrade to the Harmon Kardon Edition in black for an extra 2-inch sound 

cavity, which provides a "clearer tweeter and deeper bass," Lenovo says. 

The device is cylindrical like the Amazon Echo$179.99 at Amazon and has a trigger button and volume control. 

Like the Google Home$129.00 at Best Buy, meanwhile, there are a few colors options, including light gray, 

Harmon black, or orange. Smart Assistant with Amazon Alexa arrives in May for $129.99. 

http://www.pcworld.com/article/3155394/internet-of-things/hey-alexa-what-are-your-competitors-doing.html
http://www.pcmag.com/author-bio/matthew-buzzi
http://www.pcmag.com/author-bio/chloe-albanesius
http://www.pcmag.com/review/331983/amazon-echo
http://www.pcmag.com/news/350726/lenovo-reveals-echo-like-smart-assistant-gadget
http://www.pcmag.com/review/349228/google-home
http://www.pcmag.com/news/350726/lenovo-reveals-echo-like-smart-assistant-gadget
javascript:OpenImageWindow('http://www.pcmag.com/image_popup/0,1740,iid=516367,00.asp', '1000', '563')
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Amazon opened up the technology behind Alexa last year, and it has since shown up in 

a range of Alexa "skills," as well as devices like GE's smart lamp. 

Lenovo also tipped a new Smart Storage gadget, a network-attached storage solution with up 

to 6TB of capacity. It's designed for security and peer-to-peer access to media, documents, 

and other files. It can use facial-recognition technology to organize your photos, and includes 

multi-device auto-sync. It starts at $139.99 and will be available in May. 

Lenovo's Smart Assistant and Smart Storage devices, as well as its new "Legion" gaming PCs and refreshed X1 

lineup, will be on display this week at CES. Stay tuned to PCMag for all the details from the show. 

A Little More” Big Brother” 

14 eyebrow-raising personal details Google knows about you 
Click on link below for complete story 

http://www.pcworld.com/article/3150933/consumer-electronics/14-eyebrow-raising-personal-details-
google-knows-about-you.html 

A couple of interesting Tesla Items 

Watch a Drone Soar Above the Tesla Gigafactory 
Click on link below for complete story 

http://www.pcmag.com/news/350585/watch-a-drone-soar-above-the-tesla-gigafactory 
 

I mentioned above that these smart cars will never be perfect because they really don’t think ahead. They only 

respond to what a program has prepared them for what they should do under certain circumstances. A couple of 

’out of the ordinary’ examples follow. Other vehicles are also having problem with their adaption of the new 

technologies, such as, no gear shift or real key. The design teams need a lot more time and experience before 

they can match the magical human brain and it’s capabilities.  

Car locked with fob inside your tesla, what do you do? 
Today, I had the misfortune to get myself locked out of my own vehicle. I parked my car in the tiny spot avail-

able in front of the post office, went inside to drop the mail and quickly came back to my car and to my surprise 

the door handles wouldn't extend, so I could go on my way. I started scratching my head as to why this could be 

happening I looked through the window and saw the key taking a break in the cup holder. 

This was very unusual, as the fob never leaves my pocket, but I guess I've decided to drop it in the cup holder for 

a change, but I started to wonder why would the car lock with the key inside? 

My head was now itching from too much scratching as you would expect, trying to figure out how did that hap-

pen and just then I realized I have the Android app I could use to get myself inside the car. 

And then it struck me as a new owner of a Tesla, I didn't have access to the app for nearly 2 weeks (Tesla was 

unaware that the car changed owners and then it took them sometime to complete the transfer of ownership), 

what would have I done if the app wasn't there to save me? 

Have you guys experienced this and what would you do if you don't have an access to the phone app? 

I was surprised that the car will lock itself with the fob inside of it, you would think that it would be smarter than 

that, although I'm guilty at leaving the key inside for good 2 minutes. 

http://www.pcmag.com/article2/0,2817,2486715,00.asp
http://www.pcmag.com/slideshow/story/347812/9-amusing-skills-to-teach-amazon-s-alexa
http://www.pcmag.com/news/350132/ge-puts-amazons-alexa-inside-a-table-lamp
http://www.pcmag.com/article2/0,2817,2401086,00.asp
http://www.pcmag.com/news/350717/lenovo-reveals-legion-gaming-pcs-x1-refresh
http://www.pcmag.com/ces
javascript:OpenImageWindow('http://www.pcmag.com/image_popup/0,1740,iid=516368,00.asp', '534', '637')
http://www.pcworld.com/article/3150933/consumer-electronics/14-eyebrow-raising-personal-details-google-knows-about-you.html
http://www.pcworld.com/article/3150933/consumer-electronics/14-eyebrow-raising-personal-details-google-knows-about-you.html
http://www.pcmag.com/news/350585/watch-a-drone-soar-above-the-tesla-gigafactory
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Here's Why You Don't Leave Your Tesla Key at Home 

Let this be a lesson to all you rich folk with Teslas: If you're headed out to the desert, or some other 

place with spotty service, you better bring your key fob. Because if you rely on the Tesla mobile app to 

start your car, then stop in a place with no service, you may just become stranded in said desert.  
Tesla owner named Ryan Negri found this out the hard way. As Mashable reports, Negri took 

to Instagram over the weekend to describe the scary experience, which occurred in Red Rock Canyon, 

Nevada, just a few miles from his home. 

"The thought was to go for a quick drive to take some photos of the freshly-fallen mountain snow," he 

wrote. "Having only my phone in my pocket, I unlocked and started the car with it, and we left."  

About six miles down the road, Negri stopped the car and got out to take care of his pets Mozy and Mil-

lie, who were also along for the ride. With the pets situated, he then tried to restart the car using the 

Tesla mobile app, only to find that he had no cell phone service, meaning his phone wasn't able to con-

nect to the car to unlock it. 

His wife, Amy Negri, then ran about two miles up the road to reach a signal where she could call a 

nearby friend to pick her up and get the actual key fob from their house.  

"The key…will always be with me (now) when I drive that car," Negri wrote on Instagram.  

Speaking with Mashable, Negri said he knew the app wouldn't work if he didn't have service. He just for-

got about the spotty service in the area.  

Beware of RansomWare  
Scammers, hackers and other bad guys are creating new ways to get your money everyday, so you have to be ex-

tremely careful when you are connected to the web and watch what you click on.  

Our secretary at Habitat for Humanity got an email similar to mine below and clicked on the link and our Habitat 

computer was immediately hit with a ransomware situation. It had encrypted all our data files and put a request 

for money on our desktop. There was nothing we could, so we had the computer refreshed and that caused us to 

loose some files. This is another reason to backup your files frequently on a removable external drive. 

An example of a ransomware email I got is illustrated below. It looks simple and sincere enough until your start 

to examine it. First image is the email from “FedEx” saying they need info so they can deliver a package. The 

second is a small listing of the source. Note in image 1 the FROM address. It has NOTHING to do with FedEx! 

Also note no apostrophe in “couldnt”. Wording and bad English is always a good sign. The look at image 2 and 

you see the RETURN path also has NOTHING to do with FedEx and you also see something about ARUBA. 

I forgot to look at link for the Delivery Manager, but I can assure you it also had NOTHING to do with FedEx.  

http://mashable.com/2017/01/16/tesla-stranded-phone-keys/#zppURs9hHkq1
https://www.instagram.com/p/BPQeu9VDDCI/
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Ransomware on smart TVs is here and removing it can be a pain 
This Christmas brought one of the first documented cases of an Android-based smart TV being infected with ransomware. 

By Lucian Constantin Romania Correspondent, IDG News Service | JAN 3, 2017 2:01 PM PT 

This happened on the LG Electronics 50GA6400 LED TV with Google TV. Credit: LG Electronics 

It took a year from proof of concept to in-the-wild attack, but ransomware for Android-based smart TVs is now 

here. As one victim discovered this Christmas, figuring out how to clean such an infection can be quite difficult. 

Ransomware for Android phones has already been around for several years and security experts have warned in 

the past that it’s only a matter of time until such malicious programs start affecting smart TVs, especially since 

some of them also run Android. 

In November 2015, a Symantec researcher named Candid Wueest even went as far as to infect his own TV with 

an Android ransomware application to highlight the threat. While that infection was just a demonstration, this 

Christmas, the owner of an LG Electronics TV experienced the real deal. 

Kansas-based software developer Darren Cauthon reported on Twitter on Dec. 25 that a family member acciden-

tally infected his Android-based TV with ransomware after downloading a movie-watching app. The picture 

shared by Cauthon showed the TV screen with an FBI-themed ransom message. 

On Android the majority of ransomware applications are so-called screen lockers. They work by displaying per-

sistent messages on the phone’s screen and preventing users from performing any other actions on their devices. 

The messages usually impersonate some law enforcement authority and ask victims to pay fictitious fines to re-

gain control. 

Cauthon, who was the previous owner of the three-year-old TV, tried to help the new owner restore the device to 

its default factory settings, but didn’t succeed even after receiving many suggestions and advice from other Twit-

ter users. 

According to the software developer, when he first contacted LG’s tech support, he was told that a technician 

would have to come over and take a look for a fee of around $340. 

The ransom amount itself was $500 although even paying that would have been difficult because there was no 

way to click on the payment section to find the instructions on how to do so. The only thing that worked was just 

moving a mouse-like pointer on a portion of the TV screen via an accompanying smart remote. 

Eventually LG provided Cauthon with a solution that involved pressing and releasing two physical buttons on the 

TV in a particular order. This booted the TV, which runs the now defunct Android-based Google TV platform, 

into a recovery mode. 

The Android recovery mode allows wiping the data partition, which deletes all user settings, apps and data and is 

the equivalent of a factory reset. While this sounds straightforward, Cauthon’s experience suggests that many us-

ers would have difficulty figuring it out on their own and would probably be forced to pay for technical assis-

tance. 

If recovering from smart TV ransomware infections can be hard, imagine what users would have to deal with if 

these programs start infecting other internet-of-things devices, as some security experts predict. 

In this case, the victim was lucky because the ransomware app was only a screen locker and not a program that 

encrypts files. Smart TVs have USB ports and allow connecting external hard disk drives in order to watch per-

sonal videos or photo collections—the type of files that are valuable to users, especially if they’re not backed up. 

http://www.pcworld.com/article/3154226/security/ransomware-on-smart-tvs-is-here-and-removing-it-can-be-a-

pain.html 

http://www.pcworld.com/author/Lucian-Constantin/
http://www.idgnews.net/
https://www.symantec.com/connect/blogs/how-my-tv-got-infected-ransomware-and-what-you-can-learn-it
https://twitter.com/darrencauthon/status/813096722989809665
http://www.pcworld.com/article/3154226/security/ransomware-on-smart-tvs-is-here-and-removing-it-can-be-a-pain.html
http://www.pcworld.com/article/3154226/security/ransomware-on-smart-tvs-is-here-and-removing-it-can-be-a-pain.html
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Backup your data and system! NOW!! 
 

I mentioned in the RansomWare article that you should continually backup your data. Galen Garretson has an 

excellent video on our website that walks you through the process of backing up your files. You can find it via 

the link below or on the ‘Presentation Handouts’ page under the 2017 column. Look at the entire video before 

you do the backup to get familiar with the process and requirements. You can stop the video as your are doing it 

live if you need to. Turn up your speakers because of his soft voice. 

 http://www.rascal.cc/files/Download/filehistory.mp4 

 

A few more backup methods from the broadcasts that I get that you should know. 

 

3 easy steps anyone can take now to back up a PC 
By Lincoln Spector | Contributing Editor PCWORLD 
 

Wayne Watson asked for advice about backing up his PC. 

First I'll give you six great reasons to back up your PC: Hardware failure (especially your hard drive or 

SSD). Ransomware. Theft. Fire. Flood. User error (probably the most common). 

Next, I'll give you an easy, three-item checklist for backing up said PC. 

They're steps well worth taking. I get emails every day from people desperate to recover lost files. The ones who 

backed up don’t bother to write. 

This advice assumes your first priority is to back up your data files. That includes documents, spreadsheets, pho-

tos, songs, videos, and email. In terms of locations on your hard drive, that means your library folders, appdata, 

and maybe your desktop. You can find more information in our detailed guides on setting up a solid backup pro-

tocol and even backing up for free. 

1. Choose cloud backup vs. external backup 

I recommend backing up these files to either an external hard drive or the cloud. 

An external hard drive is cheap and fast. But because it resides in the same building as your PC—and likely the 

same room—a fire, flood, or burglar can deprive you of both your original (the files on your internal hard drive 

or SSD) and the backup. 

That problem gets worse if you leave the external drive plugged into your PC 24/7. If it’s always connected, the 

same power surge or ransomware can also destroy both. 

So if you go this route, you need to remember every day to plug in the drive, do the backup, and remove the 

drive. 

That’s not a problem with cloud backup. As long as you’re connected to the Internet, the backup can happen 

automatically without your conscious effort. And because the backup is on a server far away, any event cataclys-

mic enough to destroy both your original and the cloud backup would make your backup data the least of your 

concerns. 

On the other hand, cloud backup is much slower. It can take days, or even weeks, to do the first full backup. A 

hard drive could do it in hours. The cloud is also more expensive in the long run, because you have to make 

monthly or annual payments to keep the service. 

2. Choose a backup program 

Any decent backup program will let you set criteria that controls which files will be backed up—for instance, 

only files in certain folders or of certain file types. The default settings should be right for most users. 

Once the rules for the backup are set, the program will create a full backup that copies every file matching the 

criteria. Subsequent backups will be incremental, copying only the files created or changed since the last backup. 

The best programs offer some form of purging, removing older backups to make room for new ones. 

I’ve discussed this in detail. 

You’ll need software. Both Windows 7 and 8 have acceptable programs for backing up to an external hard drive. 

But there are better options. My current favorites are EASEus Todo Backup and AOMEI Backupper. The free 

versions are more configurable and thus more powerful than Windows’ tools. The paid ones are even better.  

http://www.rascal.cc/files/Download/filehistory.mp4
http://www.pcworld.com/author/Lincoln-Spector/
http://www.pcworld.com/article/2084002/how-to-rescue-your-pc-from-ransomware.html
http://www.pcworld.com/article/2065126/the-absurdly-simple-guide-to-backing-up-your-pc.html
http://www.pcworld.com/article/2065126/the-absurdly-simple-guide-to-backing-up-your-pc.html
http://www.pcworld.com/article/2095481/if-we-show-you-how-to-back-up-your-pc-for-free-will-you-finally-do-it.html
http://www.pcworld.com/article/2866992/is-your-backup-drive-full-heres-how-to-make-space.html
http://www.todo-backup.com/
http://www.backup-utility.com/free-backup-software.html
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AOMEI Backupper 

With cloud backup, you pick a service, which then provides the software. I’ve used Mozy and Carbonite, and find 

both excellent. Other services are probably just as good. 

 
 

3. Make an image backup of Windows itself 

Backing up your data is vital, and should be done daily. Backing up Windows itself is just a good idea, and need 

only be done three or four times a year. 

For this chore, you need to create an image backup, which copies the entire drive into one compressed but still 

huge file. Windows 7, Windows 8, and EASEus Todo Backup can all image-backup your drive. There’s no cloud 

option here; you’ll need an external hard drive. You can check my previous article for details. 

OH! Now I can see it! 

https://cms-images.idgesg.net/images/article/2015/04/0423-aomei-100580032-orig.jpg
http://mozy.com/product/mozy/personal
http://www.carbonite.com/
https://cms-images.idgesg.net/images/article/2015/04/0423-carbonite-100577077-orig.jpg
http://www.pcworld.com/article/2880652/restore-a-windows-8-or-windows-7-image-backup-to-an-unbootable-pc.html
https://cms-images.idgesg.net/images/article/2015/04/0423-aomei-100580032-orig.jpg
https://cms-images.idgesg.net/images/article/2015/04/0423-carbonite-100577077-orig.jpg
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Recommended programs for your new computer. 
Now that you or a relative has gotten a new computer, you may need new programs to be loaded into it. The fol-

lowing are a few recommended by PCWorld. 

Chrome - An alternate to the default browser and the winner of the browser showdown. 

Ninite – A manager/installer of free software. Select from dozens. 

AVG AntiVirus Free 

Malwarebytes Anti-Malware Free & Malwarebytes Anti-Exploit 

PC Decrapifier – Gets rid of Bloatware on new PCs 

CCleaner – Normal junk remover 

Secunia PSI - Software update monitor keeps s/w up to date 

Sumatra PDF – scaled down PDF reader, less prone to hacking 

LastPass (cloud-based) or Keepass (local) – password manager 

LibreOffice – Free productivity suite like MS Office. 

See the complete description of the list at: 

 http://www.pcworld.com/article/2082305/software/your-new-pc-needs-these-22-free-programs.html 

APPLE’S Ipad 
The Ipad is available in several models that include: Ipad Mini2, Mini4, Air2 and Ipad Pro.  

Each one has its unique purpose. 

The Mini2 is not much larger than the largest Iphone and is the most inexpensive. 

The largest, IPAD Pro, comes with the most available memory and for users that like a device 

that has almost everything that a computer provides, 

Both the Ipad and the Iphone utilize IOS 10 as the operating system.  All Ipads can be pur-

chased with cellular data for additional cost from several competing cellular data networks. 

When WIFI is not available (Remote areas in the United States or international countries); cel-

lular data can fill the communications gap. 

Ipad’s are so easy to carry.  So easy to use for a variety of tasks.  E-mailing, composing and transmitting formal 

letters, surfing the web, transmitting information to cell phones and computers. 

APPLE provides excellent technical support using highly trained technicians that are very easy for anyone to un-

derstand.  Very easy to talk to.  These support people can and will explain any solution to any computer type prob-

lem. 

Herb Neelund 

I assume your specialty is Weed. No! No! No! Stop and SMELL the flowers. 

http://www.pcworld.com/article/2082305/software/your-new-pc-needs-these-22-free-programs.html
https://www.google.com/imgres?imgurl=http://tesco.scene7.com/is/image/tesco/436-8326_PI_1000021MN?wid=170&hei=170&$Offers$&imgrefurl=http://www.tesco.com/direct/technology-gaming/ipad/cat6500031.cat&docid=cSBqP48fBl-TXM&tbnid=Fy5VXbquxik_9M:&vet=1&w=170&h=170
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Need Help?  -  Dial-A-Helper 
“Seniors Helping Seniors” 

Support for simple computer problems is available by telephone or email. 

*Dial-A-Helpers listed below with the asterisk may charge a nominal fee for in-home service.* 

NOTE: RASCALs Technical ListServe Help is no longer available because we have changed our web 

hosting provider.  RASCAL email is still available.  Go to rascal.cc/main. 

Our membership director, Diana has updated and expanded the ‘Dial-A-

helper’ list and it is now available via a link on our website on the ‘Need 

Help’ page or at the link below; 

www.rascal.cc/files/download/DialaHelp.pdf 

WARNING   

VISTA SUPPORT STOPS APRIL 11, 2017 

http://www.rascal.cc/files/Download/DialaHelp.pdf
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VOL XXXI ISSUE 2  FEB 2017 -  ROGUE AREA SENIOR COMPUTER ASSISTANCE LEAGUE 

RASCAL meetings are held in the Floral Building at the Fairgrounds in Grants Pass.  Weekly meetings 

are on Tuesdays, except holidays. The General Membership meets from 9:30 A.M.  to 10:30 A.M.   The 

Beginner’s Meeting is held from 10:40 to 11:30 (or to 11:45 for Q&A).  All members are welcome to 

attend both meetings.  Come early for coffee and chat with friends. We also invite you to visit our 

website: 

www.rascal.cc  

 

For up-to-date information about our club, our members, classes, meetings, newsletters and links to 

other websites.  Our RASCAL website is managed by our web master, Ron Willing. Contact him at: 

 

KEEP in TOUCH 
 

Let RASCAL know when you change 

 your e-mail address, your telephone number,  

or your residence address. 

Contact the Data Base Manager at 

 

 <rascalmembers@gmail.com> 

R A S C A L COMPUTER CLUB, 214 SW 4th STREET, GRANTS PASS, OR 97526 

PLEASE NOTE: You will receive an email and 

maybe a call before the date of your 

membership renewal. 

Yearly dues:  $15 Single; $100 Single Lifetime; 

$20 for Couples; $150 Couples Lifetime, 

Please submit at a General Meeting or mail to;  

      RASCAL Computer  Club 

      214 SW 4th Street 

SPECIAL NOTICE 

All classes require pre-registration.  It’s important 

to register early since classes will automatically be 

cancelled if they have fewer than four (4) students 

registered two working-days prior to the class start 

date. 

COURSE SCHEDULE 
 

Please reference the RASCAL website’s  

Education section at 

http://www.rascal.cc/Education.html 

for more details on all courses and 

pre-requisites 

PRE-REQs may be substituted with 

equivalent experience.   

Please register early for classes by calling the RCC 

Campus Registrar for RASCAL at 541-956-7303, 

or register with the RASCAL Class Registrar at 

Tuesday meetings at the Fairgrounds. 

BECAUSE OF THE DYNAMIC NATURE OF THE CLASS SCHEDULE 

CHECK THE WEBSITE FOR THE LATEST SCHEDULE - USE LINKS BELOW  

Class Schedule - http://rascal.cc/files/Download/classcal.pdf  

Class Descriptions - http://rascal.cc/Classindex.html  

http://www.rascal.cc/
http://www.rascal.cc/Education.html
http://rascal.cc/files/Download/classcal.pdf
http://rascal.cc/Classindex.html

