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~by Velma Gustafson

110 RASCALs and friends attended our Christmas Pdy on December

at the Wild River Pub Banquet Room. It was an extremely cold day but our
hearts were warmed by two beautifully lit Christnteses and other seasonal
décor, and by the moving and melodious singingThé Lytning Quartet.
These prize-wining Barbershop singers just happebet seniors and they re-
lated intimately with this audience. Many thankstg Jeannette Daily and her
Social Committee for the untold hours of backgrowatk involved in putting
this all together.

Frank Kain was our official greeter and Galen Gaoe was our Master of
Ceremonies.Photos by photographer Nancy Kain appear below anth glo-
rious color on our website at www.rascal.cc Centerpieces at each of 16 ta-
bles were presented to lucky winners, and threetarasces were won in a
drawing. We dined buffet style on delicious ChicKéarilyn, Sirloin Tips, and
all the trimmings, including cheesecake for dessert

We are already making centerpieces and lookingdaoivto next Christmas.
Come and be with us in 2010!



change the password, all the hacker has to do-is re
guest a password reset, and he’ll regain accebgeto
account.

What you should doOnce you have regained access
~ by Leo Notenboom to your account, immediately verify that all email
addresses associated with that account are ydtrs.

e they are not, change them right away.

“Secret” Questions and Their Answers
| regularly hear from people who've had their email
or other online account compromised. They manage
to recover their access and change their password
only to have the account stolen again almost immedi
ately.

Many systems have you set up answers to questions
as a second layer of security should you lose your
password. The answers are typically to questions
that only you should know, such as your first pet
your favorite teacher. If you forget your password
The problem is simple, although the solution ista b many systems then simply ask you one or more of
of work. First, you have to realize that while ssm  these questions. If your answer matches what you
one else has access to your account, they havesacce set up originally, then you must be who you say you
also toeverything related to that accounSecond, are, and you'll get your password reset and/or your
you need to realize that because of tlisanging account access.

our password just is not enough. . .
yourp J g | put “secret” in quotes because this is one of the

You authenticate with most online systems by pro- problems with technique: quite often the answers
viding a user name and a password. Your usernamearen’t secret at all. It's recently been shown that
might well be publicly visible, but your password even a little browsing on social media sites, ofolth
should be known only to you. Most systems also you happen to be a member, can often tell potential
provide a mechanism whereby you can recover orhackers a great deal about you, including many of
reset your password should you forget it. Theyaise the answers to these so-called secret questions.
variety of means which all boil down to the same
thing: one or more additional pieces of informatio
validate that you are who you say you are. Thenth
reset or reissue your password.

Once a hacker has access to your account, it's not
uncommon for the answers to your secret questions
to be visible to him. If he’s smart, and some are
of the first things he’d do is to jot down the amessv

It is those additional pieces of information to all of your secret questions, or change theinigo
that present the greatest risk own. That way, should you regain access to the ac-
once your account has been compromised. count and change the password, he can just invoke
. the password recovery mechanism and regain access
Let's look at some examples, why they are a risk, himself.

and what you should do about each, in addition to

changing your password. What you should do:
Once you have regained
Email Address or Alternate Email Address access to a hacked ac-
count, change all of your
Many, if not most, online accounts require your secret answers immedi-
email address. In the case of an email accoud (i ately. Even if they've
Hotmail, Gmail or the like) there’s often an been untouched, the at-
“alternate” email address of record should you lose tacker could simply have
your password. Since only you could have set jt up written them down.
by definition, that email address should be yours. Change them to Something
new — ideally answers

Once your account has been compromised, a smart ,
hacker will immediately go in and change that email that are completely unrelated to the questions, but
address to one that he has access to. That wayyif that you'll be able to remember in the future.

) continued on page 3



continued from page 2

Mobile/Cellular Information

Some providers allow you to specify your mobile
number as part of your account information.
They can then use SMS (Short Message Service or Most computer systems no |Onger include
“text messaging) or otherwise contact you via that “Recovery Media” (Disks or CDs used to restore
information to perform password resets and more. your computer system to its factory-shipped state).
By now you probably realize that once hackers have Many do not even includ®perating Systemdisks.
access to your account they can change that numberThijs is not specific to systems purchased from any
to be their own. Any mobile-based account recov- one company, but is now standard practice through_
ery attempts can then be redirected to the hacker.  out the entire industry. However, many manufactur-
ers include software on the hard drive, normally on
What you should do:As soon as you get back into a‘D’ drive which provides the repair/recovery op-
your hacked account, change or remove this infor- tion to you.
mation.

In almost all cases, you have an option to “burn”
your own set ofRecovery (repair/restore)CDs or
DVDs; all you need is the blank media. Inclusion
of such a recovery utility varies by manufacturer o
It's rare but some systems will use billing informa  model. For those that include such a utility, sit |
tion (such as a credit card number already ondite,  recommended that you create or have your own set
your billing address) in account recovery and \alid  f recovery media created immediately — in other
tion attempts. If you have this kind of informatio  \yords, right after you start using your PC! If you
on file (1) a hacker can start using it—potentially faj| to do this and encounter a difficulty in the-f
racking up charges that you may or may not be li- tyre, you may not be able to properly restore your
able for, and (2) a hacker can change it so théisif  computer without a lot of wasted time and expense.
used f_or accpunt recovery purposes it's the hacker some manufacturers may have physical recovery
who will regain access, not you. media available separately for purchase. Consult
your owner’'s manual support information section
for additional information.

Billing Information

What you should do: Change or remove this infor-
mation as soon as you get your account baoki,
check with your credit card provider immediately
for any improper charges.

If your system is purchased locally, ask the vendor
to create a recovery (restore) disk for you. Recov
ery software, either on a CD or on the D Drive, has
an option to “Repair.” Repair repairs your opera-

By now you should see a distinct pattern: any tion system (Windows) WITHOUT deletion of any
and all information that can be used to recover  of your data or programs. As it formats the driae,
your account should be validated, removed, or “Restore” action rebuilds your system to its orajin

changed the instant you get your account back.  configuration as it was purchased — but saves NO
That includes personal information, PINs, secret date that you have created, nor any programs you
questions and answers, alternate email addresdes anhave subsequently installed.

more: anything that the system you're dealing with

might use for account validation and recovery. A Backup CD contains data you personally have
created, i.e., documents, pictures, etc. Remember,

you cannot backupPrograms” that have been in-
stalled, since 95% of them disperse certain fis i
the register and other places. Such files arent@a i
gral part of those programs and they won’t work
without them.

If you don’t do this, and the individual who hacked
your account has even half a clue, it's very pdssib
that you could recover your account only to find it
hacked again within hours or even minutes.

3
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EXCEL, Beginning (PRE-REQ: Beginning Windows or

*
+ L+ #

* 0

equivalent; ability to load data from folders; bastc
math.) Learn how to create, hame, and locate the ele-
ments of simple spreadsheets, with the emphasithen
Standard, Formatting, and Formula menu bars. Apaly
sic number and cell formatting, create simple fdasu
open and close workbooks correctly, print and shata to

a drive. Students with any version of EXCEL on their
laptops should bring them to class.If you do not bring
your own laptop, bring a flash drive to save yolass
work and samples

INTRODUCTION to COMPUTERS
(PRE-REQ: REQUIRED for FIRST TIME COM-
PUTER USERS.) A fun class. Learn the proper method
to turn a computer on and off. Learn to use thesaeand
keyboard. Get acquainted with hardware, softwarei
computer vocabulary.

PHOTO & DOCUMENT FILE MANAGEMENT
(PRE-REQ: Introduction to Computers.) One two-
hour session. Learn to organize your files and folders.

POWERPOINT BASICS
(PRE-REQ: Introduction to Computers or Beginning
XP or Vista or the equivalent.) Learn this program’s
layout and primary tool functions, organizationdastide-
show concepts.

WINDOWS 7 BASICS
(PRE-REQ: Introduction to Computers and XP or
Vista Beginning.) Learn the basics of Microsoft's newest
operating system.

WINDOWS LIVE MAIL
(PRE-REQ: Beginning Windows, Beginning Email.)
Learn the difference between Outlook, Outlook Eszpre
Windows Mail, and Windows Live Mail (WLM) WLM is
a free download for either XP or Vista. Explore
downloading and installing WLM, its email accouetugp
and basic functionality. Class includes how teegnate
your Hotmail, Gmail, and AOL mail accounts into WLM
Set up the WLM manager and back up WLM.

WINDOWS MEDIA PLAYER

(PRE-REQ: Introduction to Computers or Beginning XP or
Vista or Windows 7 Basics. Bring to class: (1) aommer-
cially recorded music CD; (2) a 1 gig or larger USBFlash
Drive; (3) projects to save to this Flash Drive; (tone blank
CD-R media disc for making a custom audio CD..)Learn the
primary features and functions of this free progiaaoiuded in
all Microsoft's current operating systems, with aed) to music
and video file management. Learn how to play amglyc(rip)
music, create playlists, and create custom muBapics include
media management and creating custom audio CD’s.
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BOARD MEETINGS

The Second Tuesday of each month
except in December.
The December Board Meeting
will be held Tuesday, December 7.

EVENTS

July 20 - The Annual Picnic
October 19 - The Annual Business Meeting
Election of Officers and
Volunteer Recognition Day

December 14 - The Annual Christmas Party

RASCAL MEETING CLOSURE DATES

June 1 -Day after Memorial Day
June 22 -Fairgrounds closed
July 20 - Annual Picnic
All of August - County Fair
September 7 Day after Labor Day
November 23 -Thanksgiving Week
December 14 Annual Christmas Party

December 14, 21, 28Holiday Season Closures

RCC BUILDING CLOSURE DATES
(including the BDC)

No RASCAL classes on these dates:

January 1 and 18; February 15; May 31;
June 17 and 18; June 24 and 25; July 5
Fridays: July 2 through September 10
September 6; November 11,
November 25 & 26
December 20 through 31




3. A Cleaner, Less Cluttered Interface.Windows
7 is easier on the eyes than Vista. To take just t
examples, both th&@askbar and theSystem Tray
have been re-worked, making your desktop more ef-
ficient (and better looking in my opinion)The Sys-

by Keith Ward tem Tray in particular has been cleaned up. It does-
www.about.com n't string out 31 icons across the bottom of your
screen anymore and makes it easy to customize how
those icons are displayed — or even if they are dis

Windows 7 is out and doing well in the market Played.
place. This may be due to a couple of factorsy (1 _ i . .
widespread dissatisfaction with Vista; ang (- 4 “Devices and Printers” Section.Windows 7 has

cause it rocks! Here are five ways it is superior to 2dded a new, graphical way to see what devices are
Vista. connected to your computer (and it includes your

computer as a device, too). TBhevices and Print-

1. Increased Speed.Windows 7, unlike every pre- €rs windows can be accessed by clicking on
vious version of Windows, doesn’t have increasedStart/Devices and Printers(by default, on the right-
hardware requirements to run smoothly. And on thehand side, unde€ontrol Panel).
same hardware, it runs significantly faster than _ _ o
Vista, in my experience. The underlying code that!t Was smart of Microsoft to make it easy to firust
makes up Windows 7 is essentially the same aé_nformatlon, gnd the images are helpful in |de_nt_|fy
Vista, but it's been tweaked and refined for thevne N9 €ach device. No cryptic names or descriptions
operating system. I've noticed a significant im- here; the printer device looks like a printer!
provement in how fast applications open and close, . , ,
and how quickly my laptop boots up. In both cases,5' Stab'.“ty' Windows 7 is ”.‘“Ch more stable_out of
the speed is at least double what it was undemvist € Starting gate than was Vista. At the outsetiav
had a nasty tendency to crash a computer; it wasn't
Windows 7 can even run on some computers that until the first service pack (a big package of bug
ran Windows XP. This isn’t recommended prac- fixes and other updates) came out that | would rec-
tice, but it can be done in some caseJhis graphi- °mmend Vista to those who asked me. | have no
cally demonstrates how much leaner Microsoft madeSUch qualms with Windows 7, which has yet to hang,
complained that its operating systems were becomMissed his nap.
ing increasingly bloated; Microsoft broke the
camel’s back with Vista.

In other words, you can load Windows 7 with confi-
dence, and know that it will just work. Each ca&se

2. Fewer non-essential programs.Microsoft cut ~ different. There will always be some people who
out a lot of the fat with Windows 7. For exampte, Wil have problems with a new OS, simply because
has dropped a number of programs that were inOf the universe of hardware and software products
cluded with Vista, programs the majority of us neve out there, and the fact that they all have to work
used. For example: did you ever uséndows  9ether.

Live Writer , Microsoft’s blogging tool? Nor did |. _ _
There you have it. There are many other im-

The good news is that all of these programs —Provements as well, but these are the five most
Photo Gallery, Messenger, Movie Makerand so  lIkely to jump out at you. This isn't to say that

on — are still available. They're just not incledia ~ ViSta is no good, because it is. It is just thanWi
the base Operating System (the OS). Microsoftsdows 7 has added .much that.IS good and deleted
Windows Live Essentialswebsite has them all in Muchthat was annoying about Vista.

on handy place for you to download. But you don't

have to; Microsoft has given you the choice. That' © 2009About.com, Inc.,a part ofThe New

a good thing. York Times CompamAll rights reserved.
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“Seniors Helping Seniors”
Support for simple computer problems is available g telephone or email.
Some Dial-A-Helpers listed below may charge a nomat fee for in-home service
On-line help can be accessed from the Technical HelistServe.**

GENERAL TROUBLESHOOTING
Most Areas of Computering APPLICATIONS & OTHER SPECIFIC HELP

Tom Crittenden [phone n/a] TD1@back40software.com
*Galen Garretson 472-0019 galencg@clearwiresh ACCESS

*Chrls.Oman 474-0161 coman@bueignet Mark Simonds 955-4810 mark@msimonds.org
Len Richardson 866-2541 len_r@yab.com
Gerry Tank 476-7667 badgerlgt@charaet DIGITAL CAMERAS & PHOTOS - For Beginners
*Wally Zittle 476-9800 wzittle @uarter.net Nancy Kain 955-4800 nankain@real.cc
*Bob Booth 474-2993 obtb@rio.com Ken Mitchell 476-1883 ksdlb444@real.cc
EXCEL
BEGINNER'S HELP Ron Willing 582-9694 rwilling@chaer.net
GENEALOGY
Laura Dunwald  479-9076 beagenie@chartaet Laura Dunwald 479-9076 beagenie@charter.net
*Judy Engel 476-9018 judyeng®@imsn.com
Ginny von Gal 218-6633 skipjack317@clearwirget GR.APHICS . :
Ken Mitchell 476-1883 ks4lb4@rascal.cc Bill Porter [phone n/a] silvedx@uci.net
Gordon Rendall  955-1000 grandpaw5@opm INTERNET, General
Gerry Tank 476-7667 badgerlgt@char.net Laura Dunwald  479-9076 beagenie@charter.net
Marv Wilson 471-1867 mwlw86@ chaat.net

MACINTOSH OS
DeVerne Jacobsen 479-3262 jdgwen@qwest.net

VISTA - Intermediate or Advanced
OUTLOOK EXPRESS, Beginners

Lou Garrotto  955-1950 loug47@grantspassim

Tom Crittenden [phone n/a] TD1@back40software.com

*Wally Zittle 476-9800 wzittle @chrter.net Jean Kraft 664-8197 hikraft@urter.net
QUICKEN
WINDOWS 7 George Steffensen 474-4305 stefff@peoplepc.com
*Bob Booth 474-2993 hib@rio.com WEB PAGE HTML BASIC

Tom Crittenden [phone n/a] TDI@back40software.com Mark Simonds 955-4810 mark@msimonds.org

*Galen Garretson 472-0019 galencg@clearwiresh WORD PERFECT & MS WORD (for beginners)

*Chris Oman 474-0161 coman@budgeet K 3 956-6067 i X
*Wally Zittle 476-9800 wzittle @rarter.net aren Janssen ilea@terragoom
001 , 2 3

The free-to-all RASCALS echnical Help ListServeis here to help all members with any
problems they may be having with their computer.
For information on how to subscribe go to our webse: www.rascal.ccand click on Help * ISP.

Smartwire is The RASCAL Internet o 301 NE 6th Street at ‘E’, Grants Pass
Service Provider & M@ HDJ@ m @[ﬂ:ﬁ]@ Telephone 955-6930

Website & ListServe Host WWw.rascal.cc/main/




COMPUTER CLUB
214 SW 4th STREET
GRANTS PASS, OR 97526
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PLEASE NOTE: Your month of membership renewabisated in the upper right corner of your mailinigdla
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Let RASCAL know when you change
your e-mail address, your telephone
number, or your residence address.
Contact the Data Base Manager at
<rascalmembership@rascal.cc>

KEKEKEKKKKRKK

RASCAL meetings are held in the Floral Building at the
Fairgrounds in Grants Pass. Weekly meetings are omuesdays
except holidays. The General Membership meets fror@:30 a.m.
to 10:30 a.m. The Beginner's Meeting is held from0:40 to 11:30
(or to 11:45 for Q&A). All members are welcome toattend both
meetings. Come early for coffee and chat with frieds.

We also invite you to visit our website:
www.rascal.cc
for up-to-date information about our club, our members, classes,
meetings, and links to other websites. Our websiis managed by
Ginny von Gal and hosted by Smartwire Internet.

RASCAL regrets and extend§

profound condolences to friends

and loved ones in the passing
December of two members:

Jim Bruchie, who had been with our clul
since its origins in 1990; and

Lloyd Dunwald, a RASCAL member since
1997, and the husband of instructor, Ladra
Dunwald.

EItOr. ..ot e Joan McDowell

e-mait editor@rascal.c
ASSISTANT EItOr. ..ottt e e e Nancydin
Columnists......... ..Bob Booth, Vince Ceriello, o Crittenden

............................... Laura Dunwald, Galen Garretsdane Frincke,
e Patricia Hentges, Nancy Kain, s Wilkey
Copy Editors........ccvvvveiiiiiiiiiies Laura Dunwald, JanéEke, Patricia Hentges
.................................................................. DeVerne Jacobsen; Nar€gin

Photos........... ...Merle Glenn, Nancy Kaill Porter
GraphiCS ATTISt... ...ueereet e et et e e e e e Ratia Hentges
PrNtiNG . ...t e e MacGpdically Yours

Seventh & ‘L’ Streets, Grants Pafs

We reserve the right to edit and/or omit submissio
Items received after the newsletter deadline nppear
in the next issue.




