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WHAT IS IT LIKE to be
SCAMMED?

~ by Lannie Harkins

RASCAL member, Lannie Harkin, spoke before our meeting on February 20
to share with us a personal experience which she hopes will be a cautionary
for others. This article is a re-telling for those not in attendance that day.
Note that about 120 members attended this meeting.
Your newsletter goes out to over 900 RASCAL members.

Bob Booth gave a RASCAL meeting presentation on “PHISHING” re-
cently. Some of us may have sat through it thinking “Why am | here? | don't
need to know this. This will never happen to me.” I'm about to share some-
thing that will prove that it can happen to any of us at any time. So please
read on and, hopefully, you will be a little more armed and prepared.

First of all, | want to share how we, at my home, have been bombarded with
emails claiming to be from Pay-Pal and eBay, telling us that we need to up-
date our billing information by clicking on an attached website. All of these
emails are very authentic looking, complete with the PayPal and e-Bay logos,
with fraud warnings, etc. However, because of what | learned from Bob’s
presentation, when | hovered the mouse over the suggested website, it showec
something totally different than PayPal.com or eBay.com.

| then forwarded the fraudulent message to either SPOOF@PayPal or
SPOOF@eBay, as directed in their website. Within minutes of forwarding, |
received a message back telling me that the message was indeed a fraud an
was not sent by either eBay or PayPal. Our account remains intact, but had |
not been at the RASCAL meeting when Bob gave us all that good information
about“PHISHING,” | shudder to think what kind of problems | could be
having.

Now for my personal “SCAM” experience: On February 4, 2007, we listed

a car onNorthwest Auto Mall, which is a secure site. | need to clarify here
that what happened was no fault of this website. Within just a few hours of
listing the car for sale, we were contacted through email by a “John Smith”
with a Yahoo email address. This was our first cautionary. The initial email
was very short and to the point: Mr. Smith was interested in buying the car,
not asking a lot of questions about it, but wanting to know the best price for it;
and “maybe we could send some more pictures of it?” We responded telling

cont. on page 2



What Is It Like to be Scammed?
cont. from page 1

him the price of the car was $1,500, payable by
way of cash, check or cashier's check; buyer to
take delivery of the car when the funds are cleared.

The next day we received an email saying that the
price was fine with him and shipping was not a
problem, and he had a shipping company who
would handle the shipping for him. He would be
sending us a cashier's check and he would be add-
ing the shipping payment to the check. We were
to deduct $1,500 and then send the remaining bal-
ance to the shipping company via Western Union!!
This sent up another red flag for us but we were
still giving him the benefit of the doubt. After all,
the car was not going anywhere until the funds
cleared the bank.

Mr. Smith asked for a mailing address for the
check and we gave him our P.O. Box. He also
gave us his phone number. a Seattle number
which we now know is listed to a company called
International Telcom, with no address. On Friday
we got an email from him saying that he had sent a
check and gave us a Fed-Ex tracking number. |
checked the Fed-Ex website and found that the en-
velope originated in Visalia, California and was on
a Fed-Ex truck in Medford. Since Fed-Ex does not
deliver to P.O. Boxes, | had to give them our home
address. Within about a half-hour, the envelope
was delivered to our house — with a return ad-
dress of Maxwell Thompsen, Seattle, WA.

Inside the envelope was a very authentic-looking
check, drawn on a Wells Fargo Bank in Santa
Monica, CA from the account of BUYCHEAP-
SOFTWARE in Marina Del Rey, CA, complete
with a watermark on the back and everything
the sum of $5,000!"! So if we were to follow this
guy’s directions, we would deposit this check into
our account, and then email him to let him know
we received it. He would give us his shipper’s in-
formation and we would then send his shipper a
check for $3,500 (not a bad return on his invest-
ment).

However, we took the check to the local Wells
Fargo Bank, where they confirmed what we sus-
pected: the check was no good since the account
had been closed because of “Lost/Stolen” checks.

We called the phone number in Seattle and left a
message that the check was no good. The next
day we got another email from him stating that he
had checked the Fed-Ex website and noted that
we had received the check and to please contact
him ASAP and he would give us his shipper’s
information so we could send the balance of the
check to them!!l | then wrote him a nice emalil
telling him that the check was no good, drawn on
a lost/stolen account. | advised that through the
advice of the Grants Pass police, we had turned
over all documents to the FBI Fraud Unit.

about three days later, we did receive another
email which was exactly the same as the first one
— word-for-word — expressing interest in buy-
ing the item we placed on the nesking what is
the best price, etc.

From this you can see how determined these
“Phisher/Scammer’s” are and how prevalent
they are. For every one that gets found out, there
are hundreds, probably thousands, more just wait-
ing in the wings.

It doesn’t seem to matter how careful you are,
these people are very sophisticated. All of their
documents are so authentic looking. They are
able to duplicate all of the Logos, fine-print warn-
ings, etc. We have since found out the reason
they use Fed-Ex is because if they send these
things by U.S. Mail and get caught, then it's Mail
Fraud and that is a Federal Offense.

The best word of caution I think I can offer,
after these experiences, is: be suspicious. If it
sounds too good to be true, it is! And even if it
looks real, doubt it and check it out. It's a shame
that we have to be so skeptical but these devious
ones leave us no alternative.

X0

Note: It has been suggested that anyone who
receives a known scammer’s correspondence in
hard copy Post Office mail, should forward it
UNOPENED to the FBI for possible fingerprint
and other leads. Address:

FBI Portland Division ky

1500 SW 1st Ave, Ste 400
Portland, OR 97201 ’ \



HOW TO BE A
RESPONSIBLE,
HAPPY
E-MAILER

Most of us continue to receive messages sent in
Forward which display multiple names and ad-
dresses of previous recipients. For this reason, the
information here bears repeating, even though
similar admonitions have appeared here previously.

The following is adapted from a message sent by a «

system administrator for a large corporation to all
within the company.
This applies to all of us who send emails.

Everyone hates viruses and junk mail. Every time

you Forward an email there is information left over from
those who received the message before you, namely
their email addresses and names! Each time the mes-
sage is forwarded the list builds and builds. If one poor
sap on the list gets a virus from wherever, his computer
can send that virus to every email address that has come

Did you know that there may be hidden dangers

in petitions sent by email? You may be asked to
add your name and forward it to a number of people.
The email may be forwarded on and on and can col-
lect thousands of names and email addresses. Such
a petition is worth bucks to a professional spammer.
If you want to support the petition, send it as your
own personal letter to the intended recipient. Your
position may carry more weight as a personal letter
than would a laundry list of names and email ad-
dresses on a petition.

Some Other E-mails to Delete and
Not to Forward:

The one that says something like, “Send this email
to ten people and good things will happen to you.”
Also don’t send the one that says, “If you don't pass
this on bad things will happen to you.” Although
these dire warnings may be sent by well-meaning
friends, just TRASH these.

Before you forward an “Amber Alert,” or a “Virus
Alert,” or some of the other warning type emails
floating around, check them out first. Most of them
are in the Junk Mail category. Any of these you
receive that are in question may be checked out at
Snopes. Just go to www.snopes.comit is really
easy to find out if the warning or alert is real or not.
If it is not real or true, of course, do not pass it on.

across his computer. Also, some devious person £aN Qo please practice these simple cautionaries and help
take all of those addresses and sell them or send junk gTOP THE SP AMMERS, THE JUNK MAIL, AND

mail to them in the hope that you will go to the site and
he will make five cents for each hit. Multiply many
thousands by five and you've got more than pocket
money. How do you stop this “mischief’? There are
several easy steps.

X When you forward an email, DELETE all of the
other addresses that appear in the body of the
message (at the top). First, click the Forward but-
ton on the message you have just received. You will
then have full editing capabilities for both the body

THE SPREAD OF VIRUSES!

AN E-MAIL TIP for
WORDY PEOPLE

~ from 43 Folders.com

This tip applies mostly to business-related notes;
not so much for personal correspondence.

and headers in a message. Then highlight and de- wite less - Stop imagining that all your emails

lete; or backspace and delete; or cut them — what-
ever you know how to do. It only takes a second or
two.

need to be epic literature; get better at just keeping
the conversation moving by responding quickly and

with short actions in the reply. Ask for more infor-

X Whenever you send an email to several persons,
do not use the To: or Cc: fields for your recipi-
ent’s addresses (especially when they may not
know one another). Instead use the Bcece: field.
Each recipient will then see only their name and ad-
dress and your message will automatically say
“Undisclosed Recipients” in the To: field.

x Remove any “FW:” on the Subject Line for a
better-looking presentation and one that shows you
have given it some personal attentio¥ou can re-
name the subject if you wish or fix spelling.

mation, pose a question, or just say “I don’t know.”
Stop trying to be Marcel Proust, and just smack it

over the net—especially if fear of writing a long re-
ply is what slows your response timeA No
Brainer: This does not mean that you should
write elliptically or bypass standard grammar,
capitalization, and punctuation (unless you want

to look 12 years old); it simply means that your
well-written message can and should be as concise

as possible. That saves everyone time. =2

1



For Your Surfing Pleasure:
CHOICE SITES of
4 Fellow RASCALs

PAGES
~ by Judy Engel
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TIPS for PRINTING WEB - .
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Because the internet uses its own special type of k Attention Travelers
formatting to make web pages look good on the The last thing on your mind when planning for that
screen, that same formatting doesn’t always look vacation getaway may benmunizations. But if
good when printed or copied to a work document. you are going to travel abroad, it won't hurt to visit

o . i _ Traveler’s Health at www.cdc.gov/travel. This is
Many web pages have “printer friendly” versions or 5 weh sjite maintained by the Center for Disease

Portable Document Format (PDF) versions. These control and PreventionTraveler’s Health lets you

options will print the web page in plain text. This search travel safety tips by region so you may arrive
option usually does not print the ads. If the web prepared. There is a Cruise Ships and Air Travel
does not have a “printer friendly” or PDF option, |ink on the main page. You can get current informa-

you can use th@rint Preview function in theFile tion on the sanitation inspection of your cruise ship
menu to see what the page would look like before anq aiso read about air travel safety.

printing it. Sometimes the web page is too wide or

too long for the paper in your printer. These days you’ll find Wi-Fi* just about any-

) where you go. This is convenient for checking
A quick and easy method to control the way a web yoyr email and sending photos while you're travel-
page prints would be to click oRile then Page ing. However, finding fre@Vi-Fi hotspots* is an-
Setup. Here you can make some changes in the pa- other story. Many operators charge high fees for
per orientation, the margins and the paper size. zccess. Before you take off on your journey, go to

Nothing is more frustrating than printing out a web www.wififreespot.com.
page and finding the last few letters of each line yqy can get a state-by-state and an international list
have been cut off. of free Wi-Fi hotspots. As a bonus you can also get

o ) info here on airports, hotels, and campgrounds.
| often select (highlight) the text to be printed, then

choosePrint from theFile menu, and then whenthe  «wj.Fj: Wireless FidelityHotspots: A specific

Printer Dialog Box appears, | choose tifrint Se-  geographic location in which an access point pro-
lection option. The printer will print only the text  yides public wireless broadband network services to
you've selected. mobile visitors through AVLAN*. Hotspots are

_ ) _ ) often located in heavily populated places such as
Cutting and pasting from a web page will sometimes irhorts, train stations, libraries, marinas, convention

show the text inside the tables_(square boxes) used t0.anters and hotels. Hotspots typically have a short
create the web page. To avoid the tables, select therange of access*WLAN: Wireless Local Area

te>_<t you want to print, and the_n copy the text to YOUr Network (also known aEAWN: Local Area Wire-
Clipboard. To paste the text into a word processing |ogg Network).

program go toEdit; instead of choosing Paste,
choose théPaste Special option, and then click on ) )
Unformatted Text. The Web page text will show _ Identity Theft Pm_tecuon
without the tables. Occasionally, unwanted links or | Keeping an eye on your credit report could clue|you
addresses will show at the bottom of your text, but|in if someone tries to use your personal data. |You
you can easily delete them by selecting them andare entitled to a free report from each agency gvery

pressing the space bar. year. Goto
www.AnnualCreditReport.com.

Remember, if you click the printer icon in til@ol
Bar you will not have the opportunity to change any
of the settings in th@rinter Dialog Box prior to
printing.

4

You'll be asked to enter your Social Security num-
ber. The site uses encryption, but if you are ungom-
fortable doing this, there are instructions for order-
ing your reports over the telephone.




May ‘07

COURSE DESCRIPTIONS

June ‘07

Digital Camera

(Pre-Req: Beginning Windows, Beginning Email &
Internet.) Learn the four basics for a beginning digital

camera user and much more. Step by step instruct:“ﬁhs
\V

on how to download your photos from the camera, h

to email, print, enhance and crop your photos. Includgs

instructions on how to use a portable hard drive fo
transporting your photos from one computer to anothey,
E-Mail & Internet, Beginning
(Pre-Req: Introduction to Computers & Beginning
Windows.) Very detailed, very basic class. Handouis
will teach you how to get started in e-mail and the intgn
net. Create, send and receive email over the inte
using Outlook Express.
using Internet Explorer.
Graphics Solutions
(Pre-Req: Previous experience with any graphics
program.) For beginning, intermediate and advancg
students. The goal of this class is to seek a solution
each student’s graphics project. The method is to te
graphics concepts and how solutions are arrived at,
gardless of the software being used.
Introduction to Computers

(Required for First-Time computer users.)A fun
class. Learn the proper method to turn a computer
and off. Learn to use the mouse and keyboard. Get
quainted with hardware, software, and computer \gd
cabulary.

Search, surf, and downlof

— M —h o~

Video Editing Seminar
(Pre-Req: An interest in the subject matter.) This
seminar is an introduction to Video Editing. It has beg¢
developed for the “home” computer user and will kg
presented in relatively non-technical terms. Participa

will be introduced to the processes involved for editing

video on a home computehe seminar will provide
an introduction to: Computer Equipment Suitable fol
Processing Video Content; Video Equipment; Cor
puter/Video Hardware Integration; Software Applica
tions for Processing Video Content; Methods for Savi
and Viewing Video Projects; Project and Workfloy
Concepts.

=)

Windows XP, Beginning
(Pre-Req: Introduction to Computers.) A continua-
tion of basic computer skills. Identify and use parts
the Windows XP Operating System. Learn the diffg
ence between system software and application p
grams. Learn how to use the controls, menus, icons,
toolbars on various windows and the desktop.
Word, Beginning

(Pre-Req: Beginning Windows.) Learn the names and

H = = O

],

Computer Security and Firewalls

(Pre-Req: Intermediate or above computer user.)
Learn the use of firewalls and antivirus protectors.
Learn to install a firewall and see it function, and un-
derstand the meanings of firewall messages.

Introduction to Computers

(Required for First-Time computer users.)A fun

class. Learn the proper method to turn a computer on
and off. Learn to use the mouse and keyboard. Get
acquainted with hardware, software, and computer vo-

net cabulary.

Layered Greeting Cards in Word

(Pre Req: Basic MS Word) This class will cover how
to create a decorative border using the text box function

br i MS Word; how to insert clip-art or pictures inside the
Lh text box, how to layer the bordered art onto the card; and

ayn
-

o
>

C-

locate elements of this Microsoft word-processing pH

gram. Emphasis on the Standard and Formatting tool-

bar buttons. Work with documents, print, and save.

even a fast and simple way to make an envelope to fit the
card.

Selling and Buying on eBay
(Pre Req: Beginning Windows, Beginning E-Mail
and Internet.) Explore the wonders of shopping on-
line. Learn how to buy and sell on eBay using the bid-
ding process.

Windows XP, Beginning
(Pre-Req: Introduction to Computers.) A continua-
tion of basic computer skills. Identify and use parts of
the Windows XP Operating System. Learn the differ-
ence between system software and application pro-
grams. Learn how to use the controls, menus, icons, and
toolbars on various windows and the desktop.

Word, Beginning

(Pre-Req: Beginning Windows.) Learn the names and
locate elements of this Microsoft word-processing pro-
gram. Emphasis on the Standard and Formatting tool-
bar buttons. Work with documents, print, and save.

“Education is not the filling of a
pail but the lighting of a fire.”

~ William Butler Yeats
Irish Poet, 1865 - 1939
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or with continuing or complex problems, please call a professional.

Need Help? - Dial-A-Helper

Free help for RASCAL members is availableTatephone;
by theTechnical Help ListServe; and byQ & A at regular meetings.
Some on the list below may consider making a house call and some may

These volunteers aSeniors Helping Seniors.
For help with installing your computer,

GENERAL TROUBLESHOOTING
Most Areas of Computering

Lou Lyons 476-6405
Chris Oman* 471-1058
Len Richardson  866-2541
George Steffensen 474-4305
Gerry Tank 476-7667
Wally Zittle* 476-9800
Bob Booth* 474-2993
Ray Lake* 956-6302

luckylou@charter.net
ckoman@rvi.net
len_r@yahoo.com
stefff@peoplepc.com
badgerlgt@charter.net
wzittle@charter.net
robtb@rio.com

raylake@charter.net

*Also available for home service for a nominal fee.

BEGINNER’S HELP
Laura Dunwald 479-9076
Ginny von Gal 474-7566
Gordon Rendall 955-1000
Gerry Tank 476-7667
Marv Wilson 471-1867
P, P,

beagenie@charter.net
skipjack317@clearwire.net
grandpawS@charter.net
badgerlgt@charter.net

mwlw86(@charter.net

1IN

APPLICATIONS & OTHER SPECIFIC HELP

DIGITAL CAMERAS & PHOTOS - For Beginners

Nancy S. Kain 955-4800

Ken Mitchell 476-1883
EXCEL

Ron Willing 582-9694
GENEALOGY

Laura Dunwald 479-9076
GRAPHICS

Bill Porter [phone n/a]
HAM RADIO

Ben Skinner 479-3965
ICQ

Jean Kraft 664-8197
INTERNET, General

Lou Lyons 476-6405
MACINTOSH OS

Joanne Shields [phone n/a]
OUTLOOK EXPRESS

Nancy S. Kain 955-4800

Jean Kraft 664-8197

Cliff Worden 471-1292
QUICKEN

George Steffensen  474-4305
WEB PAGE HTML BASIC

Mark Simonds 955-4810

nankain@rascal.cc
ks4lb444@rascal.cc

rwilling@charter.net

beagenie@charter.net

rascalpres@rascal.cc

benson@rascal.cc

hikraft@charter.net

luckylou@charter.net

maclady@clearwire.net

nankain@rascal.cc
hikraft@charter.net
cliffmar@charter.net

stefff@peoplepc.com

mcsimonds@rvi.net

WORD PERFECT & MS WORD (for beginners)

Karen Janssen 956-6067

ilea@terragon.com

EXCHANGE COMPUTER RELATED QUESTIONS & ANSWERS

For RASCAL members only. Share computer related questions and answers with others. Subscribe to the] FREE
Technical Help ListServe e-mail forum. To subscribe go voww.rascal.cc. and click on Help * ISP.

Smartwire is The RASCAL Internet

Service Provider & Website Provider at

www.rascal.cc

Smarmwire [nermet

301 NE_6th Street at ‘E’, Granass
Telephone 955-6930

9:00 a.m—6:00 p.m.



’;j;'/ SRS AR KIEEgOCg'IIBPO%th BOARD MEETING HIGHLIGHTS
‘r L y for March 13, 2007
~ by Velma Gustafson
If you are having trouble viewing video clips that require Please see our web site_at www.rascaffoc
Flash Player, my recent experience complete minutes of Board Meetings.
may be of benefit to you.

Flash Player is needed to view moviesXaruTube and simi- A .
lar sites that have become the latest source of amusement, Ron Willing was introduced as the new RAS-

including the viewing of many electronic greeting cards. For CAL Communications and Facilities Director
quite some time | was having trouble viewing items on vari- and Board Member. He was voted in by the
ous websites that require Flash Player. The site would tell me Board on March 6, following the resignation of
| needed Flash Player, which | have had on my system for Wally Zittle. The Board voted to open two five-

years — and in an updated version. Assuming that there was )
a problem in my version, | used the site’s hyperlink to Adobe thousand dollar CD's at Evergreen Bank for one

to download a new version (Flash Player is a plug-in Adobe Y€ar, in order to earn a higher interest raﬁesi-
feature). dent Bill Porter advised that our Smartwire con-

This download didn't allow me to view the various movies tract has been rer]eweNancy. S. Ka"_l gave a full
that required it. | thought that the file might be corrupt. The F€porton thGSteerlng. Committee which has been
obvious thing to do was to remove my version and reinstall meeting weekly for five weeks. There was lengthy
the latest from Adobe. This I did, twice. | was still unable to  discussion ofGeneral and Beginning meeting
view those video clips. times and content.

| recently came upon a site that offered a solution and that
mentioned the exact problem | had been experiencing. | fol-

lowed the instructions and it worked! You can find the in-
structions on how to uninstall the Adobe Flash Player at: RASCAL on PARADE

http://www.adobe.com/cfusion/knowledgebase/ On May 26 watch for our float and

index.cfm?id=tn 14157 (Don't miss the underline between the proposed “Community Center of
Grants Pass” float, together at

tn and 14157 tn_14157.)

NOTE: After you download this small removal program,
make sure you close your browser before executing it or it
will leave files in the existing Flash Player and you will
continue to have problems. After the successful removal
you may then download the most recent version from Adobe.

There is another possible cause for the loss of the use of
Flash Player. This is its removal when you use RegScrub

XP. This free cleaning utility is one | feel that is among the
best but it also removes a file that is required by Flash Player
to function properly. It's normal use is to open it, then select
“RegScrubXP Find Problems” and let it run to completion;
then “Select all Problems,” then “Fix all Problems.” When
the program completes, it will display the files it recommends
for deletion. If you have Flash Player installed, the following
file will be listed for removal one or more times:

D27CDB6E-AE6D-11¢f9688-444553540000

Double check this entry as there may be several entries almost
identical Make a check mark in the box beside each line this
file is listed on anctlick on “Add Exclusions.” This will

allow the file to be excluded from future scans and allow
Flash Player to function. THEN run RegScrubXP agdsin
selecting “Find All Problems”; select all it finds, and delete

them. _Then take the removal action as instructed, above, in- present, whom we honor and whjo
cluding the precautions in the NOTEThis completely re-

_ _ _ _ have fought and died to make
moves all files associated with Flash Player — which appar- . .
ently can’t be done using the Add-Remove function in the these celebrations p055|b|e for u
Control Panel.

the Grants Pass Boatnik Parade !

We remember, far beyond all th
we do this Memorial Day weekengd,
that it is the soldiers, past and
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PLEASE NOTE: Your month of membership renewal is located in the upper right corner of your mailing Igbel.
Please mail yearly dues: $15 Single Membership, $20 for Couples, $75 Single Lifetime; $100 Couples Lifgtime,
to the RASCAL address listed above, or submit at a General Meeting.
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< Let RASCAL know when you change

/7~ your e-mail address, your telephone

” {'_'7(' €2 number, or your residence address.

g EJB Contact the Membership Manager at
- rascalmembership@rascal.cc
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RASCAL meetings are held in the Floral Building at the
Fairgrounds in Grants Pass. Weekly meetings are on Tuesdays,
except holidays. The General Membership meets from 9:30 a.m.
to 10:50 a.m. The Beginner’s Meeting is held from 11:00 to 11:30
(or to 11:45 for Q&A). All members are welcome to attend both
meetings. Come early for coffee and chat with friends.

We also invite you to visit our website:
www.rascal.cc
for up-to-date information about our club, our members, classes,
meetings, and links to other websites. Our website is managed by
Ginny von Gal and hosted by Smartwire Internet.

Are You Receiving
NEWS DISPATCH?

Every member of RASCAL is automatically
entered, at the time of enrollment, into our database to receive
the News Dispatches. These are sent out to inform you of
urgent club news and, routinely, of General Meetings and
Special Events. If you aren't receiving these announcements,
most of which go out weekly, please let us know.

Contact our Data Base Managers at
rascalmembership@rascal.cc

BIT OF ARASCAL STAFF

| o 1 (o SO PRSPP Joan McDowe]l
e-mait editor@rascal.c
AsSistant EAItOr.........oooivi i Nancy S. Kai
Columnists......... Bob Booth, Tom Crittenden, Laura Dunwald, Jane Frircke,
...................... Patricia Hentges, Nancy S. Kain, Lou Lyons, Phyllis Wilgey
Copy Editors...........ccccuvnne. Laura Dunwald, Jane Frincke, Patricia Henjges
.................................................... DeVerne Jacobsen; Nancy S. Kgin
| =4 110 (01T Nancy S. Kain, Bill Portdr
GraphiCs ATiSt......ivee et et e Patricia Hentgds
PrNtiNG. ..o MacGraphically You

Seventh & ‘L’ Streets, Grants Pags

We reserve the right to edit and/or omit submissions.

Items received after the newsletter deadline may appear
in the next issue.
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