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COMPUTER HEALTH TIPS

~ by Joan McDowell
firom Reliable Sources

Q: What is the best way to maintain a healthy system? A: With preven-
tion and safe practices, of course. This article is intended as a gentle reminder
and a review of what many of you probably know. But knowing and doing may
be miles apart. Let us all get in there and do the following:

For starters, remember that out there in the dark are malicious programs carry-
ing viruses, worms, Trojan horses, adware, spyware, and such. You want to
keep them from entering your system in the first place—hence, PREVENTION.
Do the following:

e Run anti-virus, anti-spyware, and firewall programs such as the
free SpywareBlaster, Spybot Search & Destroy, and AdAware
SE. (In previous issues see: Bob Booth’s “Springtime is Computer
Clean-Up Time” - April ’06; Tom Crittenden’s “A Firewall Discus-
sion” - April ‘06; and Lou Lyon’s “Keeping Intruders Out” - August
05.)

o Keep your operating system up-to-date. Microsoft releases criti-
cal updates for its Windows XP and 2000 operating systems on the
second Tuesday of each month. Updates can be obtained automati-
cally and also through http://windowsupdate.microsoft.com. Micro-
soft ended its support for Windows Me, 98SE, and 98 on July 11,
2006. Support for Windows 95 ended in 2001. No critical updates
are available for those operating systems.

o Consider upgrading your Windows operating system. Ifyou are
running an operating system that is no longer supported by its manu-
facturer, you are potentially leaving your computer vulnerable to
security risks. Many malicious programs take advantage of holes in
your operating system. By upgrading to a supported operating sys-
tem, you will be able to help close the security holes and reduce
your risk of attack. You might want to check with an experienced
user before upgrading to the recently released Windows Vista.

e Consider upgrading your web browser to IE7, Firefox 2, or Op-
era 9. Microsoft, Mozilla, and Opera Software ASA recently pub-
lished major security upgrades to their web browsers. Some of the
new features for these web browsers include: detection of phishing
sites, spyware detection, simplified deletion of private information
and improved data encryption.

cont. on page 2



COMPUTER HEALTH, cont.

With security devices in place and working for
you, don’t forget your safe computer practices.

e Avoid using file sharing programs. Not only
can downloading copyrighted material without
permission from the copyright holder be ille-
gal, you are also opening your machine up for
infections. Many file sharing programs auto-
matically share files and folders on your com-
puter. When you are downloading files from
file sharing programs, you are downloading
something from a complete stranger. You in-
herently assume that person you are download-
ing the file from is trustworthy and that you are
receiving the file you requested. That is a
risky assumption. The safest way to avoid get-
ting infected by a file sharing program is not to
use one.

e Only download programs from trusted web-
sites. Freeware/Shareware often includes spy-
ware and adware. Be sure to read the End User
License Agreement before installing Free-
ware/Shareware. The agreement usually states
what else you will be installing if you install
the downloaded program and what information
it sends back to the company. If it is not a
reputable source, don’t use it.

e Use caution with IM (Instant Messaging)
attachments, links, and social networking
websites. Avoid downloading attachments and
clicking on links from unknown sources using
instant messaging programs. If you are chat-
ting with someone you do trust, use an anti-
virus program to scan the attachment before
opening. Even someone you know can acci-
dentally send you an infected attachment. Use
caution while surfing social networking web-
sites. Website Security Labs recently an-
nounced a new worm spreading on the
MySpace network. The MySpace Xss Quick-
Time worm exploits the Java Script support
within Apple’s embedded QuickTime player.
The vulnerabilities are being used to replace
the legitimate links on the user’s MySpace pro-
file with links to phishing sites.

e Only open e-mail attachments from trusted
sources. Most viruses and worms replicate
themselves through e-mail. Only open e-mail
attachments from people you trust and from
whom you expect attachments. Also, before
opening the attachment, ensure that your anti-
virus program scans the attachment.

e Turn off Preview Pane for your e-mail cli-
ent. Many malicious e-mails embed code into
the body of the e-mail. When the e-mail is
opened, the code is automatically executed.
The Preview Pane feature automatically opens
your e-mail. This can execute the malicious
code and infect your machine. Turning off
the Preview Pane will safely allow you to se-
lect and delete the malicious e-mail without
actually opening it.

What if your computer is already infected?
You cannot trust an infected computer. The mali-
cious program often tries to spread and replicate
itself to other machines. It attempts to damage
data on your computer and to track your surfing
habits. It may also try to steal your personal in-
formation which could lead to identity theft.
Phishing, the most common form of identity theft,
accounted for more than $2.8 billion in financial
losses in 2006, according to Gartner Research.
The following tips will aid you in cleaning your
machine.

e Perform local and online virus scans. F-
Secure offers an online virus scan free of
charge. F-Secure’s online virus scan will de-
tect and attempt to remove viruses on your
computer. You can run the online scan by
visiting:

http://support.f-secure.com/home/ols.shtml.

e Perform a local virus scan using an emer-
gency rescue disk. Many antivirus programs
allow you to create an emergency rescue disk
to use in the event your computer becomes
infected. When you boot from your rescue
disk, the antivirus program will scan your
computer for viruses before your operating
system loads. Performing this process will
give your antivirus program access to files
that may have been locked by the operating
system. Refer to your antivirus help files for



SpoofStick:

assistance with creating an emergency disk.

Manually remove malware. Not all malware
can be removed by a local or online virus scan,
so manual removal of the malware may be re-
quired. If you know the name of the malware
that is infecting your computer, perform an
online search with the key words of “removal”
and the name of the virus. You will find a
wealth of information on how to manually re-
move the malware. Many antivirus companies
provide removal tools for a specific virus out-
break, which makes the virus easier to remove.
Note: manually removing a virus can be a te-
dious and a difficult task. If you don’t feel
comfortable with the process, have a profes-
sional do the cleaning.

Reformat and reinstall your operating sys-
tem. Reformatting your hard drive will re-
move most malware but it will also delete all
of your personal files. Due to the total data
loss involved with this process, this step should
only be used as a last resort. Files that you
have created such as e-mail, your address
book, documents, favorites, pictures, etc.,
should be backed up before you start. Remem-
ber that you cannot backup a majority of in-
stalled programs. Make sure you have those
on portable media such as CD’s, etc. Before
you begin this process, have your operating
system’s restore disk handy and refer to your
PC manufacturer for assistance.
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A Computer Definition

A simple browser extension that

Spoofstick makes it easier to spot a spoofed web-
site by prominently displaying only the most rele-
vant domain information. It does not prevent you
from being phishered but it does tell you what site
you actuallywent to!

Spoofstick is free. It takes up a little of your win-
dow real estate, but it assures you that you went
where you intended to go! Spoofstick contains no
adware, spyware, nagware, or other unhealthy ad-
ditives. For more info, screenshots, and/or a free
download go to:

http://www.spoofstick.com/

How to Use Spybot

Q. & A. From the RASCAL
Tech ListServer

N

helps users detect spoofed (fake) websites. A
spoofed website is typically made to look like a
well known, branded site (like eBay.com or Citi-
bank.com) with a slightly different or confusing
URL. The attacker then tries to trick people into
going to the spoofed site by sending out fake e-
mail messages or posting links in public places —
hoping that some percentage of users won’t notice
the incorrect URL and give away important infor-
mation. This practice is sometimes known as
“phishing.”

Q: Spybot was downloaded to my Win XP oper-
ating system about a year ago but I haven’t been
putting it to full use. Tonight I clicked on Spy-
bot/Search for Updatemd received the message:
“Error retrieving update info file. Socket Error
#11004.” Now what do I do?

A: That message means that there is no such data
(or so the computer thinks) that was requested on
the server. This is not an unusual problem. I
would run a scan with the database you already
have. Keep running the scan until it comes up
clean, then try to search for updates. But when
you get the list displayed, just check one of the
items and try to download that one. If that is suc-
cessful, then check another one. Repeat until you
have them all. The odds are that if you’ve been
doing it incorrectly all along you are loaded with
spyware and that is interfering with uploading.
Try this and report back. If it turns out to be im-
possible to get the most current updates, you may
have to try another application (such as Microsoft
Antispyware) to get your system cleaned out suf-
ficiently to update Spybot. Check Google for that
error code and you’ll find lots of ideas which may
(or may not) help. There are other things that can
be done but try this first. ~ Lou Lyons

Response from the questioner: “I did exactly as
you suggested and it worked perfectly. Thanks.”



ACTIVE X: WHAT IS IT?
~ by Tom Crittenden

What if you were surfing the web in Internet Ex-
plorer and were asked to download and install an
ActiveX control in order to see something on a web
site? What if you don’t know what this is and you
don’t know what you should do about it?

Here is a definition of what it is from webope-
dia.com: “ActiveX is a control (a function that
does something: display video, play music, etc.),
using Active X technologies. An ActiveX control

-

the control; (3) Check the antivirus sites (Norton,
McAfee, AVG) for any known problems; (4) Make
sure your antivirus is up to date to better catch any
virus or worm that might ride along with the con-
trol; (5) Ask your fellow RASCALs; for example,
. sign up for and use the RASCAL Tech ListServer.

HOW TO DEFRAG

WHILE COMPUTERING
by Bob Booth

Do you spend several hours a day cruising the net;
doing some downloading; creating and deleting
documents; or maybe managing or manipulating

pictures? If so, your files become fragmented

can be automatically downloaded and executed by a
Web browser (e.g., Internet Explorer). ActiveX is
not a programming language, but rather a set of
rules for how applications should share informa-

tion.

An ActiveX control is similar to a Java applet
(mini-program). Unlike Java applets,however, Ac-
tive X controls have full access to Windows. This
gives them much more power than Java applets, but
with this power comes a certain risk that the applet
may damage software or data on your machine. To
control this risk, Microsoft developed a registration
system so that browsers can identify and authenti-
cate an ActiveX control before downloading it.”

So, should you download it? A key point is
“ActiveX controls have full access to Windows.”
This makes them powerful, but also dangerous.
The spread of some viruses, worms, spyware,
and adware has been linked in some cases to the
use of ActiveX controls---sometimes by compro-
mising otherwise legitimate ActiveX controls. So
for the second question: what should you do? Use
caution, as you should with all downloads. Make
sure you are getting it from a site and location
you trust, and that the authentication mentioned
above is displayed. Also, you may be able to get
by without downloading and installing the control.
For example, if the control is needed to see a video
display on a web site, but you can see everything
you want without the video, then don’t download
the control. As Nancy Reagan said, “Just say no.”

If you decide you would like to download and in-
stall, as with any other download, do your home-
work. I suggest this includes: (1) Make sure you
know and trust the source; (2) Do a search (as with
Google) for any problems others may have had with
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(scattered) across your hard drive.

Even if you are one to use your PC less frequently,
over time you will notice your system is slightly
slowing down. While you may still be able to
browse the Web, check e-mails, and perform other
basic tasks, everything from opening folders to
launching applications can become a test of your
patience.

One major cause is that your files have become
fragmented. Another major cause is excessive dead
files in the registry but it is to be hoped that you use
RegScrub XP to remove them.

Windows Disc Defragmenter is thorough but very
slow. You may wish to consider downloading Aus-
logics Disk Defrag. It is a small download and a
very thorough utility that will defragment your files
while you are using your computer to do other
tasks!  You will be able to view the completed
process in a browser window similar to the view of
earlier versions of Windows, sector by sector. You
can also view basic stats for a total amount of time
for completion, the amount of defragmented files,
and a percentage for fragmentation before and after
the process.

Auslogics Disk Defrag doesn’t come with a lot of
extra features but when a program performs its in-
tended purpose well, advanced features can often be
unnecessary — and best of all, it is free!

40~

You may obtain the download at:
http://www.download.com/Auslogics-Disk-defrag/
3000-2086 4-10567503.html




) e
% MARCH - ‘07

COURSE DESCRIPTIONS

) g
APRIL - ‘07 %

Digital Camera
(Pre-Req: Beginning Windows, Beginning Email & Internet.)
Learn the four basics for a beginning digital camera user and
much more. Step by step instructions on how to download
your photos from the camera, how to email, print out, en-
hance, and crop your photos. Includes instructions on how to
use a portable hard drive for transporting your photos from
one computer to another.
eBay

(Pre-Req: Beginning Windows, Beginning Email & Internet)
Explore the wonders of shopping on-line. Learn how to buy
and sell on eBay using the bidding process.

E-Mail & Internet, Beginning
(Pre-Req: Introduction to Computers & Beginning Win-
dows.) Very detailed, very basic class. Handouts will teach
you how to get started in e-mail and the internet. Create, send
and receive e-mail over the internet using Outlook Express.
Search, surf, and download, using Internet Explorer.

Graphics Solutions
(Pre-Req: Previous experience with any graphics program.)
For beginning, intermediate and advanced students. The goal
of this class is to seek a solution for each student’s graphics
project. The method is to teach graphics concepts and how
solutions are arrived at, regardless of the software being used.

Introduction to Computers
(Required for First-Time computer users.) A fun class.
Learn the proper method to turn a computer on and off. Learn
to use the mouse and keyboard. Get acquainted with hard-
ware, software, and computer vocabulary.

Photoshop Elements, Beginning
(Pre-Req: Beginning Windows and Word or Works; ability to
use mouse well.) Gain a basic understanding of the capabili-
ties of this photo editing program. Learn how to manipulate
photos, moving one into another; learn to present pictures
over the internet; learn transferring, feathering, and opacity.
Learn t choose resolutions and, generally, how to use tools.

Windows XP, Advanced

(Pre Req: Win XP Beg.; or a moderate familiarity with the
program.)  Learn extra maneuvers such as customiz-
ing/adding/changing menu items, & capturing screen images.
Learn to use the Windows Cleanup programs such as defrag
and chkdsk; become familiar with System Restore. Go into
this multi-layered program in detail.

Windows XP, Beginning
(Pre-Req: Introduction to Computers.) A continuation of
basic computer skills. Identify and use parts of the newest
Microsoft Operating System. Learn the difference between
system software and application programs. Learn how to use
the controls, menus, icons, and toolbars on various windows
and the desktop.

Word, Beginning
(Pre-Req: Beginning Windows.) Learn the names and locate
elements of this Microsoft word-processing program. Empha-
sis on the Standard and Formatting tool-bar buttons. Work
with documents, print, and save.

E-Mail & Internet, Beginning

(Pre-Req: Introduction to Computers & Beginning
Windows.) Very detailed, very basic class. Handouts
will teach you how to get started in e-mail and the inter-
net. Create, send and receive e-mail over the internet
using Outlook Express. Search, surf, and download,
using Internet Explorer.

Excel, Beginning

(Pre-Req: Beginning Windows; ability to load data
from a folder; basic math.) Learn to locate and name
the elements of this spreadsheet program; with emphasis
on the Standard, Formatting, and Formula menu bars.
Apply basic number and cell formatting, simple formu-
las, open and close workbooks correctly, print and save
data to a drive. Bring two 3.5 floppy disks or a CD to
save class examples.

Graphics Solutions

(Pre-Req: Previous experience with any graphics pro-
gram.) For beginning, intermediate and advanced stu-
dents. The goal of this class is to seek a solution for
each student’s graphics project. The method is to teach
graphics concepts and how solutions are arrived at, re-
gardless of the software being used.

Introduction to Computers

(Required for First-Time computer users.) A fun
class. Learn the proper method to turn a computer on
and off. Learn to use the mouse and keyboard. Get
acquainted with hardware, software, and computer vo-
cabulary.

PowerPoint

(Pre-Req: Windows.) Learn to produce slide shows
using various multi-media effects. We will cover print,
photos, artwork, and animation.

Windows XP, Beginning
(Pre-Req: Introduction to Computers.) A continuation of
basic computer skills. Identify and use parts of the newest
Microsoft Operating System. Learn the difference between
system software and application programs. Learn how to use
the controls, menus, icons, and toolbars on various windows

Word, Beginning
(Pre-Req: Beginning Windows.) Learn the names and
locate elements of this Microsoft word-processing pro-
gram. Emphasis on the Standard and Formatting tool-
bar buttons. Work with documents, print, and save.



Need Help? - Dial-A-Helper

Just call or e-mail and an attempt will be made to
solve the problem.

GENERAL TROUBLESHOOTING APPLICATIONS & OTHER SPECIFIC HELP, cont.
Most Areas of Computering
EXCEL
Bob Booth 474-2993 robtb@rio.com Ron Willing 582-9694 rwilling@charter.net
Ray Lake 956-6302 raylake@charter.net  CpNpALOGY
Lou Lyons 476-6405 luckylou@charter.net Laura Dunwald 479-9076 beagenie@charter.net
Chris Oman 471-1058 ckoman@rvi.net GRAPHICS
Len Richardson  866-2541 len_r@yahoo.com Bill Porter [phone n/a] silverfox@terragon.com
George Spencer 474-0899 gspencerl@earthlink.net
8¢ 5P &P @ HAM RADIO
George Steffensen 474-4305 stefff@peoplepc.com .
Ben Skinner 479-3965 benson@rascal.cc
Gerry Tank 476-7667 badgerlgt@charter.net 1CQ
Wally Zittle 476-9800 wzittle@charter.net Jean Kraft 664-8197 hikraft@charter.net
INTERNET, General
BEGINNER’S HELP Lou Lyons 476-6405 luckylou@charter.net
MACINTOSH OS
Laura Dunwald  479-9076 beagenie@charter.net Joanne Shields [phone n/a] <maclady@clearwire.net>
Ginny von Gal 474-7566 OUTLOOK EXPRESS
................................... skipjack317@clearwire.net Nancy Kain 955-4800 nankain@rascal.cc
Gordon Rendall 955-1000 grandpawS@charter.net Jean Kraft 664-8197 hikraft@charter.net
Gerry Tank 476-7667 badgerlat@charter.net Cliff Worden 471-1292 cliffmar@charter.net
Marv Wilson 471-1867 mwlw86(@charter.net
QUICKEN
APPLICATIONS & OTHER SPECIFIC HELP George Steffensen  474-4305 stefff@peoplepc.com
WEB PAGE HTML BASIC
DIGITAL CAMERAS & PHOTOS - For Beginners Mark Simonds 955-4810 mcsimonds@rvi.net
Nancy Kain 955-4800 nankain@rascal.cc  \woRD PERFECT & MS WORD (for beginners)
Ken Mitchell 476-1883 ks4lb444@rascal.cc Karen Janssen 956-6067 ilea@terragon.com

EXCHANGE COMPUTER RELATED QUESTIONS & ANSWERS

For RASCAL members only. Limited to technical problems and responses. Subscribe to the FREE Technical
Help ListServe e-mail forum for help with your computer problems at

http://mailman.userservices.net/mailman/listinfo/rascal-tech or access through www.rascal.ce. Subscribers
use rascal-tech@mailman.userservices.net for discussion. The ListServe Moderator is reached at
rascal-tech.admin@mailman.userservices.net.

Smartwire is The RASCAL Internet 301 NE 6th Street at ‘E’, Grants Pass

Service Provider & Website Provider at B Telephone: 955-6930
www.rascal.cc ma I:”]]@ I:m @I}?HD@ 9:00 a.m. — 6:00 p.m.




WEIRD E-MAIL MESSAGES
~ by Kim Komando

Q: Recently I’ve been getting a lot of weird e-
mail messages. They aren’t exactly spam — at
least they aren’t trying to sell anything that I can
see and they don’t contain any links for me to
click. They’re just full of gibberish — what ap-
pears to be random words and phrases. Who in the
world is sending these things and why?

A: You're right, they aren’t spam, but they are
sent by spammers. The point isn’t to get you to
buy anything, but to get you to mark the unwanted
messages as spam in order to confuse your Bayes-
ian spam filters. Most anti-spam programs now
use some form of Bayesian filtering — this is a
way of using statistical methods to classify mes-
sages as spam (or not). The software “learns” to
recognize what you consider to be spam based on
the messages that you mark as spam. It is a great
idea and works well — except when the filters are
“poisoned” by lots of messages that contain large
amounts of random words and phrases that is
likely to appear in legitimate messages.

Bayesian poisoning messages sometimes consist
of random words and sometimes a block of text
from a literary work or the like. In either case, the
goal is to confuse the filters and render them use-
less.

It is also possible that even though they don’t con-
tain links, some of the gibberish messages may
contain web beacons. These are tiny, transparent
(and thus invisible) graphics files placed in HTML
e-mail messages. When you open the message,
your e-mail client downloads the graphic from the
sender’s server. This lets the spammer know that
the e-mail address is a “live” one.

Reprinted by permission of the Kim Komando Show
www.kimkomando.com

Note: “The Bayesian Filter” was named
for the English clergyman and mathemati-
cian, Sir Thomas Bayes, 1702 - 1761, who
designed this theory of probability re-
ferred to here. The goal of the Bayesian
Filter is to (1) list every word in an incom-
ing mail message; (2) determine the odds
of each word appearing in a spam mes-
sage, and (3) use those odds as input to
Bayes’ Formula to determine whether or
not the message is spam.

BOARD MEETING HIGHLIGHTS
for January 9, 2006
N ~ by Velma Gustafson
Please see our web site_at www.rascal.cg
for complete minutes of Board Meetings.

The Board discussed options for alternative meeting
sites for the club in the event of the possible closure
of the fairgrounds. A committee was formed to re-
view our bylaws. The possibilities of obtaining bet-
ter returns on our monies in savings and checking
accounts was discussed. Ray Lake spoke about
methods of bookkeeping and accounting. Educa-
tion Director Judy Engel advised of our continu-
ing need for teachers. President Bill Porter initi-
ated the formation of a progress committee for the
purpose of addressing club improvements and goals
for the future.

e,

NEED HELP?
WANT IT NOW?

You may receive that help right when you most
need it if you subscribe to and use your club’s
Tech ListServer. You may learn from other’s
problems or get answers to your own. Just post
your question or describe your problem and get an
answer from some of our most knowledgeable
members. To use this free service you must sub-
scribe.

It’s easy to sign up. Just go to our website at
www.rascal.cc and click on the Help * ISP link;
then click on RASCALs Technical Support
ListServer. Under Subscribing to RASCAL
Tech, list your name and e-mail address. Further
down the page enter a password (two times) and
then press subscribe. That’s it!

To change your e-mail address for the Tech
ListServer go to the bottom of the page under
Unsubscribe or Edit Options.

“Never be afraid to try something new.
Remember, amateurs built the ark.;
professionals built the Titanic.”
~ by anonymous
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KEEP in TOUCH

< Let RASCAL know when you change
/7~ your e-mail address, your telephone
r' i/ ¥ number, or your residence address.
” Contact the Membership Manager at
rascalmembership@rascal.cc
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RASCAL meetings are held in the Floral Building at the
Fairgrounds in Grants Pass. Weekly meetings are on Tuesdays,
except holidays. The General Membership meets from 9:30 a.m.
to 10:45 a.m. The Beginners’ Meeting is held from 10:50 to 11:30.
All members are welcome to attend both meetings. Come early for
coffee and chat with friends.

We also invite you to visit our website:
www.rascal.cc
for up-to-date information about our club, our members, classes,
meetings, and links to other websites. Our website is managed by
Ginny von Gal and hosted by Smartwire Internet.

Are You Receiving

NEWS DISPATCH?

Every member of RASCAL is automatically entered, at the time
of enroliment, into our database to receive the News
Dispatches. These are sent out to inform you of urgent club
news and, routinely, of General Meetings and Special Events. If
you aren't receiving these announcements, most of which go out
weekly, please let us know.

Contact our Data Base Managers at

rascalmembership@rascal.cc

BIT OF ARASCAL STAFF

Editor......ovviiiiiiiiiii e JOAN McDowell

e-mail: editor@rascal.cc
Assistant EItOT. . ......oo.iiuiiiiiiiiii e Nancy Kain
Columnists.............coceveeenn.. Bob Booth, Tom Crittenden, .Laura Dunwald,
........................... Jane Frincke, Patricia Hentges, Nancy Kain, Lou Lyons
Copy Editors...........cc.c.ene Laura Dunwald, Jane Frincke, Patricia Hentges,
.................................................... DeVerne Jacobsen; Nancy Kain
PROLOS. . et Nancy Kain, Bill Porter
Graphics Artist..........c.ooeveieninn. ...Patricia Hentges

Printing......c.oovuiiniiniiiiii e MacGraphlcally Yours
Seventh & ‘L’ Streets, Grants Pass

We reserve the right to edit and/or omit submissions.

Items received after the newsletter deadline may appear
in the next issue.
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